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The following post recently appeared on Usenet:
“A phenomenon that has resulted from IT develop-
ment has been that of the Internet. Why hastheimpact
of Internet been so very great on society? What was
thefundamental needs of society, which had remained
dormant till now, whicharespurring on these devel op-
ments at such arapid pace? That Internet... aninno-
vative medium, ismade possible by several technolo-
gies and techniques. One... is TCP/IP. Make an
independent evaluation of the TCP/IP dimensions of
(the) Internet and impact of TCP/IPonthelnternet....”

This issue of the Amateur Computerist is being
published at atime of a milestone that needs to make
anyonewho cares about the Internet pause and refl ect.
In 1973, the Internet protocol TCP/IP (then
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caled TCP) was designed by Robert E. Kahn and
Vinton G. Cerf. (1) Their paper “ A Protocol for Pack-
et Network Intercommunication,” describingthearch-
itecture of the TCP protocol was published in May
1994 in IEEE’s “The Transactions on Communica-
tions.” As another Internet pioneer, Dave Clark, un-
derstood, TCP was the glue that brought together
several important network technologies. This new
protocol madeit possiblefor dissimilar packet switch-
ing networks to be able to talk with each other, in a
way similar to how an earlier protocol NCP had made
it possiblefor diverse computers using different oper-
ating systems to communicate via the ARPAnet.

What is so important about the cregation of this
new protocol, TCP, asit was called in 1973, was that
it made possible the logical connection of multiple
packet switching networksaround theworld. Thishas
created a communications system that has grown and
spread broadly and widdy. More importantly, the
internetworking of networks madepossibleby TCP/IP
Is the basis of a system that makes it possible for
people around the world to communicate via their
computersin away that is unprecedented.

Thus this issue of the Amateur Computerist is
dedicated to raising arousing cheer for the networking
pioneerswhose dedi cations, hard work, and pioneering
vision conceived of and created thisimportant means
tofacilitate networking interconnection and communi-
cation and thus human to human communication. And
then some of these pioneerstook on the difficult tasks
of implementing the protocol in a variety of packet
switching networks, eventually making it possible for
TCP/IP and the Internet to spread around the U.S. and
around the world.

Thearticlein thisissue by Robert E. Kahn, one of
the most important of these pioneers, describes both
the devel opment of internetworking technology, and
some of the other problems that had to be solved to
develop the Internet towhat itistoday. Though writ-
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ten in 1994, the article also describes some of the
outstanding problems that he understood the Internet
would face as it continued to grow and spread. The
article providesanimportant description of the chang-
ing role that the U.S. government has played in the
creation and development of the Internet. Andit raises
the question of what role will government, both the
U.S. government, and other governments around the
world, need to play in the further development of the
Internet asthese networking devel opmentscontinueto
grow and spread more broadly and widely? Comment-
ing on theimportance of the need to determinetherole
for government in the present and the future devel op-
ment of the Internet, Kahn writes
“This... raisesthe question of the proper
long-term role for government in the contin-

ued evolution of the Internet. s the Internet

now in a form where government involve-

ment should cease entirely, leaving pri-
vate-sector interests to determine its future?

Or, does government still have an important

roleto play? This paper concludes that gov-

ernment can still make a series of important
contributions.”

This gquestion continues to be alive today as the
decision making processesthat will helpthelnternet to
scaleareunder reconsideration, andtheroleof govern-
ment with regard to these processes, hasn’t yet been
determined.

This issue also starts the serialization of a paper
about one of the earliest mailing lists created during
the early days of the ARPAnet. The MsgGroup
mailing list was started in 1975, shortly after the
creation of TCP/IP. It was created to explore how e-
mail facilitated communication and collaborative ac-
tivity. One of the papersincluded in the archives of
this mailing list recognizes that how decisions are
maderegardingthedevel oping network wouldbecome
a problem as adequate consideration wasn't paid to
this challenge.

This prediction has proven true. Most recently,
the problem of how decisionsare madewith respect to
domain names on the Internet has reveadled that this
early paper was insightful, asthe question of decision
making, along with the issue of what continuing role
governments need to play in overseeing such a deci-
sion making process has become an urgent problem to
be solved for the ongoing devel opment of the Internet.
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The article by Robert Shaw, of the International
TelecommunicationsUnion (ITU) in Genevadescribes
the problem that has devel oped with regard to the plan
by the U.S. government to transfer not only decisions
regarding domain naming, but also the domain name
system to the private sector.

Thisissue of the Amateur Computerist also con-
tains an article by Ted Byfield discussing some of the
various considerations that the domain name contro-
Versy raises.

Other articlesin thisissue include testimony sub-
mitted to the U.S. Congress, and via e-mail as well,
regarding the problem of the U.S. government’s de-
cision to make a significant change in not only the
decision making process regarding essential Internet
functions, but also in the ownership and control over
theseessentid functionsof theInternet. Alsoincluded
is a proposd submitted via e-mail to government
policy advisors, and then posted at the NTIA online
web site, areport from the Internet Society meetingin
Geneva this past July, and a letter to Congress, and
from Congress to the Department of Commerce about
the problems of transferring decision making and
Internet assets from the U.S. government oversight to
aprivate entity.

On November 25, 1998, a Memorandum of
Understanding (MoU) was posted online by theNTIA
indicating a cooperative agreement with the private
corporation they had created, ICANN, to design and
test a private sector corporate entity. However, for
now, the U.S. government has claimed that it hasn't
yet transferred these functions and instead will be
working with ICANN to design astructure. The MoU
isonlineat the NTIA web site, and we welcome views
about the nature of this agreement.(2) We hope to
have an analysis of it in our next issue.

Finally, 1998 marked another important Internet
milestone. In 1988 the NSFnet backbone was put into
operation. 1988 was also the year that | first got onto
the Internet via the Merit connection to the NSFnet
backbone. When | begin tothink how differentmy life
would be today without the Internet, it makes me
realize the remarkabl e changes that are possible with
the ability to communicate as broadly and widely as
the Internet makes possible. More profoundly, the
communication made possible via the Internet makes
it possibleto solve problemsthat otherwise would be
intractable. Thiscapability carries with it a profound



hope for the future. So | want to express my personal
thanksto those determined pioneerswho have brought
the world these important new means of global com-
munication. Now it isup to therest of usto help take
up the problemsthat devel op along theway so that this
new communications media will spread ever more
broadly and widely, and the visions of the pioneers
that all gain access, be achieved. That's what this
issueis about.

NOTES
(1) See also John Adam, “Architects of the net of nets,” IEEE
Spectrum, September 1996, p. 57-63.

(2) http:/iwww.ntia.doc.gov/

(3) In early January, the NIST (National Institute for Standards
and Technology of the U.S. government) announced that it will
give ICANN the IANA contract in place of DARPA. Thismove
iscontrary to both the stated Memorandum of Agreement that the
NTIA signed with ICANN on November 24, 1998 providing only
that ICANN design and test a structure, not that they actually
administer IANA. AlsothisNIST announcement was contrary to
thereport by the Office of Inspector General of the NSFissuedin
February 1997 that stated that the U.S. government was not
allowed to contract out policy setting functions, but only adminis-
trative functions. The U.S. government is creating ICANN to
function as a policy setting body for it, which iscontrary to what
itisallowed to do with a private sector organization.

The Role of Government in the

Evolution of the Internet*
by Robert E. Kahn

* [ Communications of the ACM, Voal. 37, No. 8, Aug.
1994, © 1994 ACM, Inc. Reprinted by permission.]

Thispaper discussestheroleof government inthe
continuing evolution of the Internet. From itsorigins
asaU.S. government research project, the Internet has
grown to become a major component of a network
infrastructure, linking millionsof machinesand tens of
millions of users around the world. Although many
nations are now involved with the Internet in one way
or another, this paper focuses on the primary role the
U.S. government hasplayedinthelnternet’ sevolution
and discusses the role that governments around the
world may haveto play asit continues to develop.

Very little of the current Internet is owned, oper-

ated, or even controlled by governmental bodies. The
Internet indirectly receives government support
through federally funded academic facilities that
provide some network-related services. Increasngly,
however, the provision of Internet communication
services, regardless of use, is being handled by com-
mercial firms on aprofit-making basis.

This situation raises the question of the proper
long-term rolefor government in the continued evol u-
tion of the Internet. Is the Internet now in a form
where government involvement shoul d cease entirely,
leaving private-sector intereststo determineitsfuture?
Or, does government still have an important role to
play? This paper concludes that government can still
makeaseriesof important contributions. Indeed, there
areafew areasin which government invol vement will
be vital to the long-term well-being of the Internet.

ORIGINS OF THE INTERNET

The Internet originated in the early 1970s as part
of an Advanced Research Projects Agency (ARPA)
research project on “internetworking.” At that time,
ARPA demonstrated the viability of packet switching
for computer-to-computer communication in itsflag-
ship network, the ARPAnet, which linked several
dozen sites and perhaps twice that number of comput-
ers into a national network for computer science
research. Extensions of the packet-switching concept
to satellitenetworks and to ground-based mobileradio
networkswere also under development by ARPA, and
segments of industry (notably not the traditional tele-
communi cationssector) were showing great interest in
providing commercial packet network services. It
seemed likely that at |east three or four distinct com-
puter networks would exist by the mid 1970s and that
the ability to communicate among these networks
would be highly desirable if not essential.

Inawell-knownjoint effort that took placearound
1973, Robert Kahn, then at ARPA, and Vinton Cerf,
then at Stanford, collaborated on the design of an
internetwork architecture that would allow packet
networks of different kinds to interconnect and ma-
chinesto communicateacrossthe set of interconnected
networks. Theinternetwork architecturewasbased on
a protocol that came to be known as TCP/IP. The
period from 1974 to 1978 saw four successively
refined versions of the protocol implemented and
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tested by ARPA research contractorsin academiaand
industry, with version number four eventually becom-
ing standardized. The TCP/IP protocol was used ini-
tially to connect the ARPANet, based on 50 kilobits
per second (kbps) terrestrial lines; the Packet Radio
Net (PRNET), based on dual rate 400/100 kbps spread
spectrum radios;, and the Packet Satellite Net
(SATNET), based on a 64 kbps shared channel on
Intelsat 1V. Theinitial satellite Earth stationswerein
the United States and the United Kingdom, but subse-
guently additional Earth stations were activated in
Norway, Germany, and Italy. Severd experimental
PRNETSs were connected, including one in the San
Francisco Bay area. At thetime, no persona comput-
ers, workstations, or local area networks were avail-
able commercially, and the machines involved were
mainly large-scale scientific time-sharing sysems.
Remote access to time-sharing systems was made
available by terminal access servers.

The technical tasks involved in constructing this
initial ARPA Internet revolved mainly around the
configuration of “ gateways,” now known asrouters, to
connect different networks, aswell asthe devel opment
of TCP/IP softwareinthecomputers. Thesewere both
engineering-intensive tasks tha took consderable
expertise to accomplish. By the mid-1980s, industry
began offering commercial gateways and routers and
started to make available TCP/IP software for some
workstations, minicomputers, and mainframes. Before
this, these capabilitieswereunavail able; they had to be
handcrafted by the engineers at each site.

In 1979, ARPA established asmall Internet Con-
figuration Control Board (ICCB), most of whose
members bel onged to the research community, to help
with this process and to work with ARPA in evolving
the Internet design. The establishment of the ICCB
was important because it brought a wider segment of
the research community into the Internet decision-
making process, which until then had been the al-
most-exclusive bailiwick of ARPA. Initidly, the
ICCB was chaired by a representative of ARPA and
met several times ayear. As interest in the ARPA
Internet grew, so did interest in the work of the ICCB.

During this early period, the U.S. government,
mainly ARPA, funded research and devel opment work
on networksand supported the various networksin the
ARPA Internet by leasing and buying componentsand
contracting out the system’s day-to-day operational
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management. The government also maintained
responsibility for overal policy. In the mid to late
1970s, experimental local area networks and experi-
mental workstations, which had been developedin the
research community, were connected to the Internet
according to thelevel of engineering expertiseat each
site. Intheearly 1980s, Internet-compatible commer-
cia workstations and local area networks became
available, significantly easing the task of getting
connected to the Internet.

The U.S. government also awarded contracts for
the support of various aspects of Internet infrastruc-
ture, including the maintenance of lists of hosts and
their addresses on the network. Other government-
funded groups monitored and maintained the key
gateways between the Internet networksin addition to
supporting the networksthemsdves. 1n 1980, theU.S.
Department of Defense (DoD) adopted the TCP /IP
protocol asastandard and began to useit. By theearly
1980s, it was clear that the internetwork architecture
that ARPA had created was a viable technology for
wider usein defense.

EMERGENCE OF THE
OPERATIONAL INTERNET

The DoD had become convinced that if its use of
networking wereto grow, it needed to split the ARPA
Internet (called ARPANet) intwo. Oneof theresulting
networks, to beknown asMILNET, would be used for
military purposesand mainly link military sitesin the
United States. The remaining portion of the network
would continueto bear the name ARPAnet and still be
used for research purposes. Since both would usethe
TCP/IP protocol, computers on the MILNET would
still be ableto talk to computerson the new ARPAnet,
but the MILNET network nodes would be located at
protected sites. If problems developed on the ARPA-
net, the MILNET could be disconnected quickly from
it by unplugging the small number of gateways that
connectedthem. Infact, these gatewaysweredesigned
to limit the interactions between the two networks to
the exchange of electronic mail, a further safety
feature.

By theearly 1980s, the ARPA Internet wasknown
simply asthe Internet, and the number of connections
to it continued to grow. Recognizing the importance
of networking to the larger computer science commu-



nity, the National Science Foundation (NSF) began
supporting CSNET, which connected a sel ect group of
computer scienceresearchersto the emerging Internet.
This allowed new research sites to be placed on the
ARPADet at NSF' s expense, and it allowed other new
research sites to be connected via a commercial
network, TELENET, whichwould be gatewayed tothe
ARPAnet. CSNET also provided the capecity to
support dial-up e-mail connections. Inaddition, access
to the ARPANet wasinformally extended to research-
ers at numerous sites, thus helping to further spread
the networking technology within the scientific com-
munity. Alsoduringthisperiod, other federal agencies
with computer-oriented research programs, notably the
Department of Energy (DoE) and the National Aero-
nautics and Space Administration (NASA), created
their own “community networks.”

The TCP/IP protocol adopted by DoD afew years
earlier was only one of many such standards. Al-
though it was the only one that dedt explicitly with
internetworking of packet networks, itsusewasnot yet
mandated on the ARPAnet. However, on January 1,
1983, TCP/IP became the standard for the ARPAet,
replacing the older host protocol known asNCP. This
step was in preparation for the ARPAnet-MILNET
split, which was to occur about a year later. Mandat-
ing the use of TCP/IP on the ARPANet encouraged the
addition of local area networks and also accelerated
the growth in numbers of users and networks. At the
same time, it led to a rethinking of the process that
ARPA was using to manage the evolution of the
network.

In 1983, ARPA replaced the ICCB with the
Internet ActivitiesBoard (IAB). ThelAB was consti-
tuted similarly to the old ICCB, but the many issues of
network evolution were delegated to 10 task-forces
chartered by and reporting to the IAB. The lAB was
charged with assisting ARPA to meet its Internet-
related R&D objectives; the chair of the IAB was
selected from the research community supported by
ARPA. ARPA also began to delegate to the IAB the
responsibility for conducting the standards-setting
process.

Following the CSNET effort, NSF and ARPA
worked together to expand the number of userson the
ARPAnet, but they wereconstrained by thelimitations
that DoD placed on the use of the network. By the
mid 1980s, however, network connectivity had be-

come sufficiently central to the workings of the com-
puter science community that NSF became interested
in broadening the use of networking to other scientific
disciplines. The NSF supercomputer centers program
represented a major stimulus to broader use of net-
works by providing limited access to the centers via
the ARPAnNet. At about thesametime, ARPA decided
to phase out its network research program, only to
reconsider this decision about a year later when the
seeds for the subsequent high performance computer
initiative were planted by the Reagan administration
and then Senator Albert Gore (D-Tenn.). In this
period, NSF formulated astrategy to assumeresponsi-
bility for the areas of leadership that ARPA had
formerly held and planned to field an advanced net-
work called NSFNET. NSFNET wasto join the NSF
supercomputer centerswith very high speed links, then
1.5 megabits per second (mbps), and to provide
members of the U.S. academic community access to
the NSF supercomputer centers and to one another.
Under acooperative agreement between NSF and
Merit, Inc., the NSFNET backbone was put into oper-
ation in 1988 and, because of its higher speed, soon
replaced the ARPAet as the backbone of choice. In
1990, ARPA decommissioned the last node of the
ARPAnet. It wasreplaced by the NSFNET backbone
and a series of regional networks most of which were
funded by or a least started with funds from the U.S.
government and was expected to become sel f-support-
ing soon thereafter. The NSF effort greatly expanded
the involvement of many other groupsin providing as
well as using network services. This expansion
followed asadirect result of the planning for the High
Performance Computing Initiative (HPCI), which was
being formed a the highest levels of government.
DoD still retained the responsibility for control of the
Internet nameand address space, althoughit continued
to contract out the operational aspects of the sysem.
The DoE and NASA both rely heavily on net-
working capability to support their missions. In the
early 1980s, they built High Energy Physics Net
(HEPNET) and Space Physics Analysis Net (SPAN),
both based on Digital Equipment Corporation’s
DECNET protocols. Later, DoE and NASA devel-
oped the Energy Sciences Net (ESNET) and the
NASA Science Internet (NSI), respectively; these
networks supported both TCP/IP and DECNET ser-
vices. Theseinitiatives were early influences on the
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development of themulti protocol networking technol-
ogy that was subsequently adopted in the Internet.

I nternational networking activity wasal so expand-
ingintheearly and mid 1980s. Startingwith anumber
of networks based on the X.25 standard as well as
international linksto ARPAnet, DECNET, and SPAN,
the networks began to incorporate open internetwork-
ing protocols. Initially, Open SystemsInterconnection
(OSI) protocolswere used most frequently. Later, the
sameforcesthat drovethe United Statestouse TCP/IP
— availability in commercial workstations and local
area networks — caused the use of TCP/IP to grow
internationally.

The number of task forces under the |AB contin-
ued to grow, and in 1989, the IAB consolidated them
into two groups: the Internet Engineering Task Force
(IETF) and the Internet Research Task Force (IRTF).
The IETF, which had been formed as one of the orig-
inal 10 IAB Task Forces, was given responsibility for
near-term Internet developments and for generating
options for the IAB to consider as Internet standards.
The IRTF remained much smaller than the IETF and
focused more on longer-range research issues. The
|AB structure, with its task-force mechanism, opened
up the possibility of getting broader involvement from
the private sector without the need for government to
pay directly for their participation. The federd role
continued to be limited to oversght control of the
Internet name and address space, the support of IETF
meetings, and sponsorship of many of the research
participants. By the end of the 1980s, IETF began
charging anominal attendancefeeto cover the costsof
its meetings.

The opening of the Internet to commercid usage
was asignificant development in the late 1980s. Asa
first step, commercial e-mail providers were allowed
to use the NSFNET backbone to communicate with
authorized users of the NSFNET and other federd
research networks. Regional networks, initially estab-
lished to serve the academic community, had in their
efforts to become self-sufficient taken on non aca-
demic customers as an additional revenue source.
NSF s Acceptable Use Policy, which restricted back-
bone usage to traffic within and for the support of the
academic community, together with the growing
number of non-academic Internet users, led to the
formation of two privately funded and competing
Internet carriers, both spin-offs of U.S. government
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programs. They were UUNET Technologies, a pro-
duct of a DoD-funded seismic research facility, and
Performance Systems International (PSI), which was
formed by a subset of the officers and directors of
NY SERNET, the NSF-sponsored regional network in
New Y ork and the lower New England states.

Beginning in 1990, Internet use was growing by
more than 10 percent a month. This expansion was
fueled significantly by the enormous growth on the
NSFNET and included amajor commercial and inter-
national component. NSF helped to stimulate this
growth by funding both incremental and fundamental
improvementsin Internet routi ng technology aswell as
by encouraging thewidespread distribution of network
softwarefrom itssupercomputer centers. Interconnec-
tions between commercial and other networks are
arranged in a variety of ways, including through the
use of the Commercial Internet Exchange (CIX),
which was established, in part, to facilitate packet ex-
changes among commercial service providers.

Recently, the NSF decided that additional funding
for the NSFNET backbone no longer was required.
The agency embarked on a plan to make the NSF
regional networks self supporting over a period of
several years. To assure the scientific research com-
munity of continued network access, NSF made
competitively chosen awards to several parties to
provide network access points (NAPS) in four cities.
NSF aso selected MCI to provide a very high speed
backbone service, initialy at 155 mbps, linking the
NAPs and several other sites, and a routing arbiter to
oversee certain aspectsof traffic allocation in thisnew
architecture.

The Internet Society was formed in 1992 by the
private sector to help promote the evolution of the
Internet, including maintenance of the Internet stan-
dards process. In 1992, the IAB was reconstituted as
the Internet Architecture Board, which became part of
the Internet Society. It delegated its decision-making
responsibility onInternet standardsto theleadership of
the IETF, known as the Internet Engineering Steering
Group (IESG). While not a part of the Internet Soci-
ety, the IETF produces technical specifications as
possible candidates for future protocols. The Internet
Society now maintainsthe Internet Standards Process,
and the work of the IETF is carried out under its
auspices.



ISSUES FOR CONSIDERATION

Asthe Internet continuesto grow, therole of the
research community in devel oping and evolving stan-
dards needs to be addressed. When the financial im-
plications of decisions about Internet standards were
relativdy small, the current standards process proved
entirely satisfactory. As the financial impact of such
decisions becomesincreasingly significant, the nature
of the standards-setting process will continue to
change to allow more direct industrial involvement.
How thiswill ultimately play out isunclear. However,
the vitality of the current process derives from the
broad invol vement of the many communitiesthat have
a stake in the Internet. Unlike typical top-down
standards-setting operations that implement decisions
formed by consensus, the Internet process works
essentidly in reverse through a kind of grass-roots
mechanism. Candidates for Internet standards ordi-
narily result from actual implementation and wide-
spread experimentation within the IETF. The most
promising of thesecandidatesissel ected for placement
on the Internet standardstrack. No better process has
yet emerged that is as dynamic and dlows as much
direct involvement by industry.

Further, with the widespread internationalization
of the Internet, scores of countries now have funda-
mental interests in its evolution. Within the United
States, the Internet is seen in many quarters as the
starting point for the National Information Infrastruc-
ture (NII). Around theworld, thereis growing recog-
nition that the set of NlIs (assuming each country
commitsto devel oping one) should be compatiblewith
each other along some still-unknown dimensions.
Who should take the lead in ensuring this compatibil -
ity? Is this a role for the private sector, for govern-
ments acting together, or for some combination of the
two? Thereisclearly arolefor government, at least to
provide oversight, support, and guidance, if not to
participate activey.

Apart from these issues is concern about the
viability of any approach that has no individual or
organization with overall responsibility for its evolu-
tion. It seemsfair to say that many of the traditional
Internet carriers would prefer that new capabilities be
provided by them asaturnkey service. Industry surely
has the capacity to provide many of the necessary
capabilities, but history has shown the importance of

government involvement. What guarantees that the
same degree of vitality will be part of its future evolu-
tion if market forces alone determine what new cap-
abilities are added to the Internet? Furthermore, the
Internet offers the possibility of bypassing conven-
tional service offerings by regulaed carriers. This
may both make it extremely difficult for the regul ated
carriers to compete effectively in certain areas and
make it hard for government regulators to ignore the
Internet.

Finally, the carriers can only go so far in provid-
ing Internet services. Ultimately, the communication
pathways must enter the user’ s machine, pass through
layers of software and end up in applications pro-
grams. The computer industry, dong with the many
vendors of computer-related equipment, must play a
rolein determining how thisaspect of the Internet will
evolve. Thenatureof technological innovation almost
guarantees that many new technological options will
continue to be generated from many different sources
and make their appearance throughout the Internet.
Thus, it appearsthat no singleentity can possibly bein
charge of the Internet. A key to the success of the
Internet is to insure that the interested parties have a
fair and equitableway of participatinginitsevolution,
including participation in its also-evolving standards
process. A proper role for governments would be to
oversee this process to make sure that it remains fair
and meets the wide spectrum of public needs.

An international infrastructure like the Internet
will ultimately require countriesto set policy on many
of the details that are now taken for granted. For
example, Internet names and addresses may teke on
additional legal meanings in the various countries as
they rely on the Internet to a greater degree. Trade-
marks of Internet names and addresses are only one
aspect of concern. Contracts of all sorts may have
Internet names and addresses embedded within them.
How can the countries have confidence in the use of
such names and addresses for legd purposes without
necessarily assuming responsibility for the day-to-day
operation of this aspect of the system? Computer
viruses know no national boundaries. If amajor “in-
fection” should strike multiple countries, how will
those countries work together to respond to such a
situation? Finaly, the ability to conduct network-
based business between countries will require the
resolution of many legal issues, including the formal-
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ization of legal contracts online and the ability to deal
with associated customs and trade-related matters. At
its core, the issue of online legal contracts seems to
require the use of encryption technology, which has
been perhaps the most closely held of dl the net-
work-oriented technologies. How can this kind of
capability be made availablein theinternational arena
in ways that are acceptable to national authorities?
More generally, how can issues like those described
above, which arelikdy to ariseinthe future, be effec-
tively discussed and resolved?

Various subsets of these kinds of problems have
arisen in the context of other international public net-
works, including for telephones, and are thus neither
unique nor entirely new. Asthe Internet continues to
grow, many of the approaches developed for earlier
technologies may apply to the Internet. Some combi-
nation of public and private sector involvement will
probably be required to deal with theseproblemsmore
generally.

Governments have a fundamental role to play in
the funding of advanced research and development
that can push forward the frontiers of technology and
knowledge. Often, thiswill involve the devel opment
and use of pilot projects to test new ideas in the real
world. It also seems clear that governments must
providethe necessary oversight to insure that the stan-
dards-setting processis equitable. Governments must
alsotakeresponsibility for helping toresolveproblems
that arise because of independent decisions made by
multiple countries, for example in legal, security, or
regulatory matters. In the case of U.S. infrastructure
devel opment, thegovernment must provideleadership
inmany dimensions, including theremoval of barriers
where they inhibit progress; the insertion of legal,
security, or regulatory mechanismswhere the national
interest so dictates; and the direct stimulation of
public-interest sectors, for example in research, ed-
ucation, and certain network aspects of public health,
safety, and universal access that require government
assistance. Other nationsalso may find similar incen-
tives for government involvement.

Two final observations seem appropriate. First, it
will be essential to separate the process by which
standards are selected for the Internet from the process
by which thevariety of possible options are generated.
The current situation is amost ideal, since standards
are selected by a process akin to ratification only after
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independent implementation has produced the viable
options. This separation needs to be maintai ned.

Second, the most important use of the Internet,
and indeed the NII, will be to allow individuals to
communicate with each other and to rapidly access
information. In many cases, this information will be
theintellectual property of others. Every Internet user
will also have the opportunity to become a potential
provider of information services, thereby vastly in-
creasing the amount of information available. How
much of this information may be deemed valuablein
aliterary or business sense remains to be determined,
but much of it may be important in other contexts. It
isessentid that we sensitizeindividual sto the value of
intellectual property and the need to protect it. This
will have the side benefit of encouraging others to
develop and make available intellectual property of
their own. A combination of ethics, technology, and
law are needed to ensure the effective devel opment of
this important aspect of the Internet.

CONCLUSIONS

Over aspan of some 20 years, therole of the U.S.
government in the evolution of the Internet has
changed. While the federal government took thelead
in virtually every aspect of Internet in the early days,
it currently playsamorelimited role. The government
isnow amajor funder of network R&D and provides
significant oversight of the evolution of the Internet.
It provides direct support or even control for several
key aspects of the Internet’s operation, such as the
assignment of unique names and addresses and the
assuranceof adequate backbone capability, althoughit
may decideto relingquish some of theseresponsibilities
in the future. It continues to stimulate the develop-
ment of Internet architecturein healthy new directions.

Although the role of the U.S. government in the
Internet has been declining steadily for several years,
particularly asprivate-sector interest inthe Internet has
increased, thereisamajor continuing set of rolesand
responsibilities for government to undertake, both in
the United States and around theworld. Governments
must be involved in decisions about how different
countries cooperate on various aspects of the Internet
and its use, and they must continue to oversee the
network’ s evolution, both nationally and internation-
dly. Other national governments may, but need not,



assume the leadership role that the U.S. government
hastraditionally played in the United States. Without
substantial U.S. involvement however, it is doubtful
whether the NI will become a reality. And without
government involvement on an international scale, it
isunlikely that aglobal information infrastructurewill
emerge or that the Internet will continue to evolvein
avita and dynamic way.

Taking along view, network and computer tech-
nologies are till in their infancy, and many of their
current uses reflect past practices carried out more
effectively in new environments. The rea challenge
will be for the public and private sectors to work
together to harness the still-untapped potential of new
andincreasingly powerful technol ogiesin the network-
based setting of the NII, and to nourish and incubate
the powerful, even revolutionary, new idesas that are
certain to surface in the future.

Report From INET98 and

IFWP-Geneva

by Jay Hauben
jrh@ais.org

From July 20 to 24, 1998, INET’ 98, the eighth
annual conference of the Internet Society (1SOC), was
held in Geneva, Switzerland. It wasfollowed on July
24 and 25 by a meeting of the International Forum on
the White Paper (IFWP).

The Internet Society was formed in 1992 “to
facilitate and support the technical evolution of the
Internet as a research and education infrastructure”
(Charter of Internet Society, 2A). It has grown with
the Internet and ill today there are an increasing
number of 1SOC chapters being formed continually
throughout the world. Even though the current
Internet Society leadership ismost concerned with the
efforts to commercialize and privatize the Internet,
thereweremany attendeesat INET’ 98 especidly from
developing countries and internationd bodies who
defended the value of continuing the public Internet.
At the Developing Countries Seminar that preceded
the main INET’ 98 sessions, frequent comments were
made explaining the need for the involvement of
public bodiesif the Internet isto spread more univer-
sally. One argument was that poor urban and rural

people anywhere in the world cannot be Internet
customers. However they would benefit from and
contributeto the Internet asacommuni cationsmedium
and the Internet could better integrate them into the
rest of the world.

Higoricdly, the vision of the “library of the fu-
ture” has been a constructive force contributing to the
development of network technology and the Internet.
Surprisingly, the world library community seemed
sparsely represented at INET'98. For example, there
were education and health tracks but no track or
sessionsdirectly addressing theconcernsand contribu-
tions of libraries and librarians to Internet devel op-
ment. The importance of the Internet to libraries was
stressed however by alibrary person | met at the con-
ference from Benin, acountry in West Africa. He ex-
plained that the university library, one of the largest in
his country possesses only 23,000 books and 340
periodicals. He made it clear how important Internet
access to digitalized books and journals can be to
students and scholars in his country. He also spoke
about regional isolation in Benin and the vaue of e-
mail as part of a solution to the communications
problems between regions.

There were eight parallel tracts at the conference
in addition to the daily plenary sessions. The tracks
were: (1) New Applications, (2) Social, Legd and
Regulatory Policies, (3) Commerce and Finance, (4)
Teaching and Learning, (5) Globalization and Re-
gional Implications, (6) Network Technology and
Engineering, (7) User-Centered Issues, and (8) Heal th.
However, there were no tracks on major public ques-
tionslike Universal Access, or Community Networks,
Freenetsand Civic Nets, or Internet and Democratiza-
tion, or on the history of the Internet. Also, therewas
no track or discussion on the pros and cons or issues
involved in the proposed privatization of the root ser-
ver and domain name systems.

Onesession of the User-Centered Issuestrack was
devoted to Internet use by people with disabilities.
The presentations were dmost exclusively arguments
and appeal s that web pages be constructed with great
care. Columnar or crowded web pages or those
relying heavily on graphicsor illustrationsare difficult
or impossible to access for people using special
readers. For example, page scanners used by people
with limited or no sight read a whole single line
sequentially even when the pageisin columns. Also,
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many current web pages are especidly confusing to
people who have learning disabilities. The speakers
urged web page creators to view their pages with a
lynx text browser or emulator since many peopleinthe
world can only access the world wide web via atext
browser. Also, sometimes the use of page scanners
and other special equipment isonly possiblewith text
browsers. Finally, not only inthe discussion of access
for people with disabilities but elsewhere in the
conferenceacriticism of frameswasmade. Theuse of
frames it was pointed out sometimes excludes access
from ol der equipment but al so doesnot allow accuracy
of bookmarking or ease of printing defeating some of
the value of the web.

A technical session on “Quality of Service” cov-
ered differentiated service. Current routersare not yet
but can be programmed to queue arriving packets ac-
cording to classes of service. Depending for example
on how much a sender pays, his or her packets could
be given priority over the packets of lower paying
senders. This new scheme would allow high band-
width applications priority treatment while e-mail or
library search packetswould be queued for later trans-
mission or retransmission. The lower paying users
might experience greater delays but red time audio or
video might be more successful. Supporters of such
differentiated service admitted that the creation of
classes of messagesiscontrary to the history and tech-
nology of the Internet which up until now has been
egalitarian, but they argued that the technology allows
for classes and there are companiesthat feel they can
find cusomers who will pay higher charges to get
higher priority. Such an important change it would
appear should not be undertaken without hearing from
thewhole spectrum of usersand future users nor could
it be implemented without the consent of most net-
works which interconnect to make up the Internet.
The question remained how would such a change get
decided and would it only be possible via coercion.

A number of sessions discussed the Internet Il
project. In this project over 130 U.S. academic and
non-academic organizations have joined together to
develop a new network that would achieve speeds or
bandwidth up to 1000 times that of the current
Internet. Academicingitutionscanjointhelnternet I
consortium for a contribution between $500,000 and
$2,000,000 which severely limits participation to the
better endowed institutions. Commercial entities can
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joinfor acontribution of $25,000 usuallyinkind. The
purpose of the Internet Il project is to insure that
educational and research users would still have a
network even if the current trend toward commercid-
ization and privatization of the Internet might margin-
alizetheir accessto the current Internet. The strategy
is to connect the consortium members with their own
network not compatiblewith the Internet and thenwin
therest of theworld over totheir protocols. However,
this bifurcation of the Internet may not be easily
repairable. E-mail and chat and other common uses of
the Internet would stay on Internet | until Internet |1
protocols were adopted by everyonewhich also limits
the value of Internet I1.

Despitetherather narrow sessiontopics, the great
successof INET’ 98 was the gathering of people from
al over the world with overlapping interests in the
Internet and itsfuture. Many peoplewere disappoint-
edinthelevel of the presentations, their lack of histo-
rical perspective or technical depth. But therewas a
tremendous exchange of business cards and e-mail
addresses and a sense that the Internet was creating a
world community and spreading a new communica-
tions technology that could help interconnect the
peoplesof theworld if the communications essence of
the Internet were to continue and spread.

The International Forum on the White Paper one
and ahalf day meeting held after the INET conference
ended was not a planned extension of INET’ 98 but a
last minute event. TheU.S. government hashad over-
sight and control of the domain name and root server
systems that alow all users on the Internet to send
messages and packets to each other no matter where
they are. Thisisachieved viaaconversion of domain
nameaddressesinto numeric addresses. TheU.S. gov-
ernment confirmed its intention in a White Paper
issued June 5, to end this historic role on September
30 of thisyear. The White Paper presented by presi-
dential advisor Ira Magaziner had as its purpose the
formation of a new private entity to control and
manage the root server and domain name systems
which are the central control and nerve center of the
Internet. The IFWP meetingin Genevawas organized
to approve and help give international support and
form to the new private organization. The method to
achieve such support was to disallow any opposition
to privatization. The sessions were chaired in such a
way that all opposition and most discussion was dis-



couraged and therewerefrequent call sfor aconsensus.
Evenwhen it appeared as many as half or more people
were confused or openly opposed to proposed struc-
tures or powers of the new body the chairs often
declared that consensus had been achieved and that the
next issue was in order. Since the changes being
proposed concern the future of the Internet, e.g.,
whether it would be the interconnection of different
networks or of only networks adhering to commercial
concernsabout security, they require careful consider-
ation and the hearing of points of view from acrossthe
Internet user spectrum. But the IFWP meeting wasnot
set up to allow such democratic procedure. The
meeting ended with the declaration by the organizers
that a large degree of consensus had been achieved.
Those who opposed or disagreed with the process or
the purpose of privatization of the nerve center of the
Internet left the meeting very frustrated. Another such
meeting was planned by the IFWP for Singapore in
mid August while other follow up meetings and
activities were planned by other forces. The value of
these | FWP meetingswasthat they have alerted abody
of peopleto significant changesthat arebeing planned
for the Internet.

More discussion on the proposed privatization of the domain
name and root server systems of the Internet can be seen in the
Amateur Computerist July 1998 Supplement, “Controversy Over
thelnternet” at http://www.columbia.edu/~jrh29/acn/dns-sup-
plement.txtand http://www.ais.org/~jrh/acn/dns-supplement
.txt and by e-mail from jrh@ais.org. Comments are welcomed.

The Internet:
Public or Private?

[Editor’s Note: The following four articles were part
of the ongoing battle to challenge the plan of the U.S.
government to privatize the essential functions of the
Internet. Instead of the U.S. government determining
the proper role to play, it is creating a tangle of
illegitimate activities. These articles indicate some of
the nature of the problems that are being created.]
Something importantis happening. The coopera-
tive and open processes and culture that make the
Internet a public treasure have their enemies. A con-
test is going on now where the stakes are high. Will
the Internet be able to continue as an open, global,

internetwork of networks where diversity is encour-
aged and communi cation among people of all agesand
from amultitude of backgroundsis made possible? Or
will the Internet be transformed into the corporae
vision of alargearenafor buying and selling and other
commercia transactions? The Internet vision allows
all to coexist, but the commercid vision will exclude
anything but the commercial aims and will require
fundamental changes in the nature of the Internet
itself.

The contest now being waged is over the issue of
the privatizing of the Domain Name System and other
central and controlling functions of the Internet.
Several documentsfollow. They document therecent
struggleto maintain an Internet, and to resist the com-
mercial pressure that certain corporate interests are
exerting onthe U.S. government to turn these essential
functions over to the private sector for its benefit.

Thelnternet isaplace wherethereisadiversity of
networks, a diversity of computers and a diversity of
users. Itisaninternetwork of networkswhich fosters
the communi cation among many and they benefit from
thisdiversity. Alsothe Internetisbased on open code
and open and cooperative processes.

The processes, however, that have been used by
the U.S. government to create anew privatized corpo-
ration to own, control and administer Internet domain
names, numbers, the root server and the protocols for
the Internet have been conducted in secret and via
exclusive and closed activities. There has been wide-
spread criticism of theway that the bylawsand articles
of incorporation have been created by anonpublic, and
secret process, for this new private corporation, and
also there has been criticism about how the selection
of those who were chosen for the Interim Board of
Directors was carried out. In response to such com-
plaints, the U.S. Department of Commerce required
that the Internet Corporation for Assigned Names and
Numbers (ICANN) hold an open mesting in Boston,
on November 14, 1998. About 200 people from the
international I nternet community attended asdid some
members of the press.

At the meeting there was a wide-ranging set of
complaints about how and why ICANN had been
created and what they were doing. Severa people
pointed out that what was needed was an international
public utility, rather than a private sector corporation.

Thenewspaper coverageof themeetingwasmore
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extensive than had hitherto happened, and many of the
press accounts indicated the large amount of dissatis-
faction with ICANN’s secret origins and nondemo-
cratic practices.

Headlinesthat appeared in the pressfollowing the
meeting included the following. (I haveindicated the
URL where possible.)

“New Internet Board HearsPlenty of Skepticism”,
New York Times, Nov. 14, 1998, http://www.nyt.com/

“Internet Governance Board Confronts a Hostile
Public” in the New York Times, on November 16,
1998. http://www.nyt.com/

“A Kind of Constitutional Convention for the
Internet”, Cyberlaw Journal, October 23, 1998, New
York Times on the Web.

“Top Candidate for Internet Governance Entity
ExpectsFederal Govt. Approva Within Week,” BNA,
http://www.bna.com/e-law/

“Debate Flares Over Group That Hopesto Over-
see the Internet”, The Chronicle of Higher Education
November 27, 1998, p. A21. http://www.chron-
icle.com/weekly/v45/i14/14a02101.htm

Another interesting press account was that in
Forbesdigital on November 30 “Whois Running this
Joint?"  http://www.forbes.com/tool/htm1/98/nov/
1130/feat.htm

A transcript of the November 14, 1998 ICANN
meeting is online a http://cyber.law.harvard.edu/
archive. Also comments presented before and after
the meeting are online at http://cyber.law.harvard
.edu/icann/archive/ #comments.

On November 25, 1998, a Memorandum of
Understanding was signed between the U.S. Depart-
ment of Commerce and ICANN to design and test
mechanisms, methods, and proceduresto carry out the
DNS functions. This MoU is online at http://www
.ntia.doc.gov/ntiahome/domainname/icann-
memorandum.htm.

There have been some interests pressuring the
U.S. government to carry out atransition immediately
to the private sector. Others have proposed reasoned
consideration to determine a new management struc-
ture. Also there are voices urging the need for a con-
tinued U.S. government role in the ownership, man-
agement, and control of these important and control-
ling functions of the Internet. The NTIA-ICANN
MoU presents a plan for designing a new structure,
while maintaining government participation in the
process. Thus the battle over what is happening con-
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tinues.

For now the U.S. government is supposed to be
maintaining a role in the design and test of a private
sector corporate entity to take over these essential
functions of the Internet. However, it isunclear what
the current U.S. government roleis or who to contact
in the U.S. government to present complaints to.

The U.S. Congress has held hearings about the
transfer of these essential Internet functions to the
privatesector. Thereisaset of testimony presented to
the U.S. House of Representatives Committee on
Science, Subcommittee on Technology and Subcom-
mittee on Basi ¢ Research which concerns theseissues
and thistestimony ishelpful inidentifying some of the
different positions and issues taken in considering
what the U.S. government should do. The house test-
imony isonline at URL: http://www.house.gov/sci-
ence/hearing.htm#Basic_Research

Thehearingswereon September 25, 1997, March
31, 1998, and October 7, 1998. The testimony of
Robert E. Kahn on March 31, 1998, for example, con-
tains important history about the role played by the
U.S. government in the creation and development of
theInternet. Kahn played apioneering rolein both the
designing and building of the ARPAnNet, and then in
the creation of TCP/IP and in designing and building
the Internet. The URL is
http://www.house.gov/science/kahn_03-31.htm

The DNS battle has turned into a battle over the
soul of the Internet. The Internet makes it possible to
have networks communicating and therefore people
communicating. It providesfor adiversity of comput-
ers, adiversity of users, and a diversity of networks.
And they are all able to cooperate and collaborate.
The current actions of the U.S. government to transfer
controlling functions of the Internet to the private
sector has raised the issue of who should be making
the decisions about what happens in the present and
future of the Internet? The earliest networking pio-
neers welcomed all views and all to participate and
discussthe issues. Decisions were made by relevant
communities at a grassroots level. It was understood
that pro and con ideas were needed to have broad
ranging discussion to make reasoned and well founded
decisions.

The current situation is that the Internet is made
up of many different networks. There are, however,
certain centralized functions. And thereis a need to
administer them. To do this, great responsibility and



skill areneeded. Sincethelnternetisnot anarchic, and
there are central points of control, great care and
responsibility must be exerted or there is the great
possibility of abuse of users. Thereforethe question of
how to make decisions about the Internet has become
an urgent issue to be solved. It requires the consider-
ation of al who value the Internet.

Therearevarious modelsone can usetofigureout
how to make decisions. However, asthe Internetisa
unique new medium of worldwide communication, it
is important to consider what means have grown up
with or as part of the Internet that can be helpful in
solvingthisproblem.(1) Commercial pressuretoallow
some small sector of the corporate world to take
control of these essential Internet functions makes it
difficult for those who care about the future of the
Internet to take the needed care to solve the problem.

Recognizing that thiskind of problem would de-
velop, farsighted computer pioneersin the 1970s like
J.C.R. Licklider and Harold Sackman proposed that
the devel opment of ainternetwork of networks would
catch the public by surprise and that providing for the
publicinterest would provide an important challenge.
(2) They proposed there would be the need for deter-
mining thekind of regulation needed so that the public
interest would be protected. Just asthey predicted, the
socia institutions have lagged behind the current
developments. Therefore, it is of the utmost impor-
tancethat those userswho areinterested in theInternet
as a internetwork of networks to be available to dl,
and to include all the possible diversity of people and
computers and networks, take on to learn about this
issue and to help spread an understanding of why it is
so important. Also the greatest possible participation
of the most diverse set of usersisneeded to determine
how to solve the current problems.(3) Thereisagreat
need for a broad ranging public discussion on the
issues involved in these changes. This is the chal-
lenge. The many wonderful experiences and uses of
various usersaround theworld who areableto partici-
pate online is the gift to be won or lost as a result of
the success of this contest. The current battle has
made some progress, but battalions of reinforcements
are needed to win the war.

Notes:

(1) Seefor example the online means of decision making that are
described in Netizens: On the History and Impact of Usenet and
the Internet by Michael Hauben and Ronda Hauben, |[EEE

Computer Society Press, 1997. A draft isonline at
http://www.columbia.edu/~rh120/

(2) See The Information Utility and Social Change, edited by H.
Sackman and Norman Nie, AFIPS Press, Montvale, N.J., 1970,
pg. 71. See also The Internet: A New Communications Para-
digm, by Ronda Hauben, http://www.ais.org/~ronda/new
.papers/internet.txt

(3) See http://www.columbia.edu/~rh120/other/talk_gover-
nance.txt

Report from the Front
Meeting in Geneva Rushes to
Privatize the Internet DNS

and Root Server Systems
by Ronda Hauben
ronda@panix.com

Thereisabattle being waged today, onethat is of
great importance to the future of society, but most
people have no ideait is taking place.

On July 29, | returned from Geneva, Switzerland
whereameeting was held Friday July 24 and Saturday
July 25 to create the organization that Ira Magaziner,
advisor to the U.S. President, has called for. Itisan
organization to privatize key aspects of the Internet,
the Domain Name System (DNS) and the control of
the root server of the Internet. The meeting was the
second in a series that are part of the International
Forum on the White Paper (IFWP) (1).

The U.S. government, with very little discussion
by the U.S. Congress, the press or the public, and
contrary to the direction of the U.S. Federal District
Court (in the case ACLU vs. Reno) isthrowing abone
to the private sector and offering them the possihility
of making their millions off of the Internet. Andwhile
inGeneva, | saw folksfrom several different countries
grabbing at the bone, in hopes of getting themselves
some of the same kind of exorbitant profits from
selling gTLDs (generic Top Level Domains) that the
National Science Foundation (NSF) bestowed on
Network Services Inc (NSI) several years ago by
giving them the contract enabling them to charge for
domain name registration.

Thereismoney to be made, or so thesefolks seem
to think, and so any concern for the well being of the
Internet or its continued development as “a new
medium of international communication” (ACLU vs.
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Reno) has beenthrown tothe wind by Mr. Magaziner,
IANA (Internet Assigned Numbers Authority) under
thedirection of Mr. Postel, which hastheU.S. govern-
ment contract to administer thelnternet Addressesand
Names and to administer the root server, and the
others who, without any ethical consideraions or
socia obligationsarerushing through thisprocessand
squel ching discussion and dissent.

Itiscalled “consensus’ we aretold. | went to the
session setting up the Names Registry Council provi-
sions for the bylaws of what we are told is to be the
new privateorganization controlling these key aspects
of the Internet. At the beginning of the meeting, |
made the mistake of objecting when all were asked to
register their consensuswiththeprovisionfor aNames
Council. | wanted to hear some discusson so | would
know what | was voting on. | was scolded by one
participant for asking for a discussion. He claimed
that they were* not* herefor people who had not read
the bylaws proposal that appeared online only a few
days before. | had read the bylaws proposal but was
naive enough to think that one would hear discussion
and clarification before being asked to declare one’s
adherence. In that way | thought one would know
what one was agreeing to. Instead, however, | soon
learned that that was *not* how business (or redly
religion) was being developed in the session | at-
tended.

After harassing mefor askingfor clarification and
discussion, the meeting continued. The Chairman
asked people to brainstorm and list the functions for
the council. When | asked that the activities of the
council be reported online and that there be online
discussion with anyone interested being dlowed to
comment on all issues concerning the council, the
scribe miswrote what | had proposed. When | asked it
be corrected, | wastold by the Chair that there was no
“wordsmithing” alowed, i.e. that it would not be
corrected. After a number of people had listed func-
tions for the council, it was announced that the meet-
ing would vote on the functions to determine if there
was “consensus’. Then avote was rammed through
on theitems. However, instead of counting the num-
bersfor or against each function, there was a declara-
tion of “consensus’ if, we were told, it seemed &s if
there were 60% of those voting who had voted for the
listed function. For the first few functions those op-
posed were allowed to voice their objection. The
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meeting was being tape recorded, we were told, and
therewould be arecord kept of it. But that soon ended
as someone in the room objected to hearing any
objections. The Chair said that thiswas how thiswas
done at the telecom meetings he knew of, astherethe
players were large corporations with large bank ac-
countsthat could afford big law suits. Here, however,
it seemed those in control of the meeting judged this
was not the case. A short break was called. After the
break it was announced that those with objections
could no longer voice them on the record during the
meeting but were told to come up after the meeting
was over.

So the vote continued on, consensus continued to
be declared for most of the items voted on, despite the
fact there were those indicating their opposition to all
of theseitems. But therecord would nolonger contain
any note of the objections. The Chair and others
marveled at theroll they were on. Even though it was
time for the meeting to end, one of the Chairs of the
plenary meeting allowed this meeting to continueas it
wason such aroll.

Then to the Plenary meeting. Here there wasjoy
and praise for this democratic process from the Chair
and spokespersons from the different sessions. When
| tried to go to the microphone and say that the consen-
susin the session | had been in to determine functions
for the Names Council represented “no discussion
allowed and no noting of those who objected,” the
Chair of the Plenary Meeting told me | was not al-
lowed to speak there.

This al followed the invitation that had been
extended in the press lunch on Tuesday, July 21 at
INET, where dl members of the presswere invited to
cometo the Friday and Saturday sessions of the IFWP
and were invited to participate. However, by Friday
and Saturday the invitation clearly had changed,
especidly if one had a question or objection to raise
about what was happening.

And thisishow the supposed new private organi-
zation that is to administer and make policy for the
Domain Names System that is the nerve system of the
Internet and the Root Server System, is being created.
No one with any but a private commercial interest (in
normal language, aconflict of interest) isto beallowed
to participate in the process, no discussion to clarify
what people are being asked to vote onis allowed to
take place, and no objections could be voiced in the



session creating the Names Council, which is one of
the crucid aspects of the organizational form, asitis
groupswithacommercial interestinthesaleof gTLDs
who have decreed to themsel vestheright to set policy
and recommend actions regarding the gTLDs.

What is the significance of this process as away
to create an organization to take over control and ad-
ministration of the nerve center of theglobal Internet?

The Internet was developed and has grown and
flourished through the opposite procedures, through
democratic processeswhereall arewelcomedto speak,
where those who disagree are invited to participate,
and to voice their concerns along with those who
agree, where those who can makeasinglecontribution
are as welcome as those with the time to continually
contribute.  (See poster “Lessons from the early
MsgGroup Mailing List asaFoundation for Identify-
ing the Principles for Future Internet Governance” by
Ronda Hauben, INET 98.)(2) Also historically, the
processes for discussion on key issues regarding the
development of the Net are carried out online, as a
medium of online communication is what is being
built.

Thisisall the opposite of what is happeningwith
the privaizing of the DNS and throwing it to the
corporae interests who are the so called “market
forces’. Hereonly thosewho can afford thousands of
dollarsfor plane fare can go to the meetings, and once
at the meetings, oneisonly allowed to participatein a
way that registers agreement. At the sessions | at-
tended there was no discussion permitted so no one
knows if what they think they are voting on isindeed
what it appears to be and there is no opportunity to
clarify one' sviewson an issueasthereisno chanceto
discuss the pros and cons. And for those for whom
English is not the first language, or for someone who
disagreeswith what ishappening, thereismockery and
the attempt to make them feel unwelcome.

Thisis*not* theway to create anew and pioneer-
ing organization to administer and control the nerve
center of an international public communications
infrastructure that has been built with the tax money
and effort of people around the world. When those
who have questions or think what is happening is a
problem are not allowed to speak, it means that there
Isno way to know what the problems are to be solved,
or what can be proposed that can offer any solution.

TheU.S. government hasinitiated andisdirecting

this process with no regard for the concerns and
interests of the peopleonline or not yet online. Instead
only those with profit making blindersover their eyes
are ableto stand the glarethisrotten processisreflect-
ing.

During his speech at the opening session of the
IFWPin Geneva, Mr. IraMagaziner said that the U.S.
government no longer hasany obligationto protect the
well being of the people in the U.S. and he left the
room, claiming that the U.S. government would not be
involved in the processto create the new organization.
But the bylaws of the new organization, made avail-
able only afew days before the meeting, and thus not
long enough for thosetraveling to the meeting to have
had a chance to study or discuss them, were presented
by IANA and its lawyer. IANA isthe U.S. govern-
ment contractor proposing the structure of this new
“private” organization. Thusthe U.S. government is
deeply involved in this process but not in any way that
fulfillsits obligation to provide for the well being of
the American people. Meanwhile thereis a lawsuit
againg the NSF brought by a company which sees
itself as the MCI of the Internet. The lawsuit claims
that anyone who wishes should be able to go into
business creating gTLDs. The fact that the DNSisa
hierarchical architecture to keep the number of root
level lookups for the Internet at aminimum isirrele-
vant to those bringing the lawsuit and to the U.S.
government which is offering out to private sector
corporations competitionin selling root level gTLDs.
And the primary functions rammed through at the July
25 meeting was that the Names Council is being
created to make policy and recommendationsfor how
to increase the number of gTLDs, despite the fact that
those proposing this structure had a commercia sdf
interest in the issues and thus a conflict of interest in
being involved in proposing or setting public policy
regarding the future of the Internet.

This is the degeneration that the U.S. govern-
ment’s pro commercial policy on the future develop-
ment of the Internet hasled to. Thereisno concern by
Magaziner for the fact that millions of dollars of U.S.
taxpayer money (and taxpayer money of peoplearound
the world) and effort has gone to create and develop
the Internet. The policy of the U.S. government isto
try to stop the use of the Internet as a medium of
international communication for ordinary people and
to deny its technical needs and processes. This is
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contrary to the directive of the U.S. court that the U.S.
government “should also protect the autonomy that
such a medium confers to ordinary people as well as
media magnates.” (ACLU vs. Reno)

Thenext meeting of theIFWPisset for Singapore
in August 1998. Magaziner has given this ad hoc self
appointed group adeadlineto have an interim organi-
zation in place by September 30. So thelnternetisto
be auctioned off as officials in the U.S. government
overseethe grabfest.

But there are people who care about the Net and
its continued growth and devel opment as amedium of
international communication. Anditisinthe handsof
these Netizens that any future hedlth of this crucia
communicationsinfrastructurethat makes possiblean
unprecedented level and degree of international com-
munication must rest. The public needsto know what
isgoingon anditisimportant that Netizensfind away
to both intervene in this give away of public property
and let the rest of the world know what is happening.

Notes

(1) The White paper was issued by the U.S. government. It
begins: “On July 1, 1997, as part of the Clinton Administration’s
‘Framework for Global Electronic Commerce’ the President
directed the Secretary of Commerceto privatizethe domain name
system (DNS) in a manner that increases competition....”

(2) Writetoronda@panix.com for copy of the poster. Also see
“Netizens: OntheHistory and | mpact of Usenet and the I nternet”,
http://www.columbia.edu/~hauben/netbook/orinprintedition
ISBN 0-8186-7706-6.

The above report appeared as an appendix in the online version
of the Amateur Computerist, July 1998 Supplement “ Controversy
Over the Internet” available at: http://www.ais.org/~jrh
/acn/dns-supplement.txt or viae-mail from jrh@ais.org

The Internet an International

Public Treasure; A Proposal
by Ronda Hauben
ronda@panix.com

Preface

In testimony before the Subcommittee on Basic
Research of the Committee on Science of the U.S.
Congresson March 31, 1998, Robert Kahn, co-inven-
tor of TCP/IP, indicated the great responsibility that
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must betaken into account beforetheU.S. government
changes the administrative oversight, ownership and
control of essential aspects of the Internet that are part
of what isknown asthe Domain Name System (DNYS).

Kahn indicated that “the governance issue must
take into account the needs and desires of others
outsidethe United Statesto participate.” Histestimony
also indicated a need to maintain “integrity in the
Internet architecture including the management of IP
addresses and the need for oversight of critical func-
tions.” He described how the Internet grew and flour-
ished under U.S. government stewardship (before the
privatization - | wish to add) because of two important
components.

1) TheU.S. government funded the necessary

research.

2) It made sure the networking community had

the responsibility for its operation, and insulated

it to avery great extent from bureaucratic obsta-
cles and commercial matters so it could evolve
dynamicaly.

He also said that “ The relevant U.S. government
agencies should remain involved until aworkable so-
lution is found and, thereafter retain oversight of the
process until and unless an appropriate international
oversight mechanism can supplant it.”

And Kahn recommended insulating the DNS
functionswhich are critical to the continued operation
of the Internet so they could be operated “in such a
way as to insulate them as much as possible from
bureaucratic, commercial and political wrangling.”

When | attended the meeting of the International
Forum on the White Paper (IFWP) in Genevain July,
which was ameeting set up by the U.S. government to
create the privae organization to take over these
essential DNS functions September 30, 1998, none of
the concerns that Kahn raised at this Congressional
hearing wereindicated as concerns by those rushing to
privetizethesecritical functions of the global Internet.
| wrote areport which | circulated about the political
and commercial pressures that were operating in the
meeting to create the Names Council that | attended.
(Seein thisissue “Report from the Front, Meetingin
GenevaRushestoPrivatizethe Internet DNSand Root
Server Systems’.)

But what is happening now with the privatization
plan of the U.S. government involves privatization of
the functions that coordinate the Internationd aspects



of theInternet and thusthe U.S. government hasavery
specia obligation to the technical and scientific
community and to the U.S. public and the people of
the world to be responsible in what it does.

| don't see that happening at present.

A few years ago | met one of the important pio-
neers of the development of time-sharing, which set
the basis for the research creating the Internet. This
pioneer, Fernando Corbato, suggested | real a book
Management and the Future of the Computer which
was edited by Martin Greenberger, another time-
sharing pioneer. The book was the proceedings of a
conference about the Future of the Computer held at
MIT in 1961 to cel ebrate the centennial anniversary of
MIT. The British author, Charles Percy Snow made
the opening address at the meeting and he described
theimportance of how government decisionswould be
made about the future of the computer.

Snow cautioned that such decisions must involve
peoplewho understood the problemsand the technol -
ogy. And he also expressed the concern that if too
small a number of people were involved in making
important government decisions, the more likdy it
would be that serious errors of judgment would be
made.

Too small anumber of peopleare being involved
inthisimportant decision regarding the future of these
strategic aspects of the Internet and too many of those
who know what is happening and are participating
either have conflicts of interest or other reasons why
they are not able to consider the real problems and
technological issues involved. (About the 1961 con-
ference, see chapter 6 of Netizens at http://www.
columbia.edu/~rh120)

What is happening with the process of the U.S.
government privatization of theDomain Name System
is exactly the kind of danger that C.P. Snow warned
againd.

| have been in contact with IraMagaziner, senior
advisor to the U.S. President on policy with these
concerns and he asked me to write a proposal or find
a way to put my concerns into some “operational
form.” The following draft proposal for comment is
my beginning effort to respond to his request.

Proposal
Toward an International Public
Administration of Essential Functions of

the Internet-The Domain Name System
Ronda Hauben
ronda@panix.com

Recently, there has been a rush to find away to
change significant aspects of the Internet. The clam
is that there is a controversy that must be resolved
about what should be the future of the Domain Name
System.

It isimportant to examinethisclaim and to try to
figure out if there is any real problem with regard to
the Domain Name System (DNS) that has to be
solved.

The Internet isa scientific and technical achieve-
ment of great magnitude. Fundamental to itsdevelop-
ment was the discovery of a new way of looking at
computer science.(1) The early developers of the
ARPAnet, the progenitor of the Internet, viewed the
computer as acommunication device rather than only
as an arithmetic engine. This new view, which came
from research conducted by those in academic com-
puter science, made the building of the ARPAnNet
possible.(2) Any changes in the administration of key
aspectsof the Internet need to be guided by ascientific
perspectiveand principles, not by political or commer-
cia pressures. It is most important to keep in mind
that scientific methods are open and cooperative.

Examining the development of the Interndt, an
essential problem that becomes evident is that the
Internet has become international, but the systemsthat
allow thereto be an Internet are under the administra-
tion and control of one nation. These include control
over the allocation of domain names, over the alloca-
tion of IP addresses, over the assignment of protocol
numbers and services, aswell as control over the root
server system and the protocol sand standards devel op-
ment process related to the Internet. These are cur-
rently under the control and administration of theU.S.
government or contractors to it. Instead of the U.S.
government offering a proposal to solve the problem
of how to share the administration of the DNS, which
includes central points of control of the Internet, it is
supporting and encouraging the creation of anew pri-
vate entity that will take over and control the Doman
Name System. This private entity will magnify many
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thousands fold the commercial and political pressures
and prevent solving the genuine problem of having an
internationally shared protecti on and administration of
the DNS, including the root server system, |P number
allocations, Internet protocols, etc.

Givingthesefunctionsover toaprivateentity will
make it possiblefor these functionsto be changed and
for the Internet to be broken up into competing root
servers, etc. It isthe DNS whose key characteristicis
to make the internetwork of networks one Internet
rather than competing networks with competing root
server systems, etc.

What is needed isaway to protect the technol ogy
of the Internet from commercial and politicd pres-
sures, so asto create ameansof sharingadministration
of the key DNS functions and theroot server system.

Theprivateorganizationthat the U.S. government
isasking to be formed isthe opposite of protecting the
Internet. It is encouraging the take over by a private,
non-accountable corporate entity of the key Internet
functions and of thisinternational public resource.

Inlight of thissituation, thefollowing proposal is
designed to establish a set of principles and recom-
mendations on how to create an international coopera-
tive collaboration to administer and protect these key
functionsof thelnternet from commercial and political
pressures. This proposal is to create a prototype for
international cooperation and collaboration to control
and support the administration of these key Internet
functions.

|. The U.S. government is to create a research
project or institute (which can be in conjunction with
universities, appropriate research institutes, etc.). The
goal of this project or institute isto sponsor and carry
out the research to solve the problem of what should
be the future of the DNS and its component parts
including the root server system.

II. TheU.S.istoinvitethecollaboration (including
funding, setting up similar research projects, etc.) of
any country or region interested in participatingin this
research. Theresearchersfromthedifferent nationsor
regionswill work collaboratively.

[1l. The researchers will, as much as possble,
utilize the Internet to carry out their work. Also they
will develop and maintain a well publicized and
reachable online means to support reporting and
getting input into their work. They should explore
Usenet newsgroups, mailing list and web site utiliza-
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tion, and where appropriate RFC’ s etc.

V. With clearly set dates for completion, the
collaborative international research group will under-
take the following:

1) To identify and describe the functions of the
DNS system that need to be maintained. (The RFC’'s
or other documents, that will help in this, need to be
gathered and references to them made available to
those interested.)

2) To examine how the Internet and then how the
DNS system and root server system are serving the
diverse communities and users of the Internet, which
include among others the scientific community, the
education community, the librarians, the technical
community, governments (National as well aslocal),
the university community, theart and cultural commu-
nities, nonprofit organizations, the medical commu-
nity, the business community, and most importantly
the users whoever they be, of the Internet.

3) To produce a proposal at the end of a specified
finite period of time. The proposal should include:

a) an accurate history of how the Internet
developed and how the Domain Name System
developed and why.

b) a discussion of the vision for the future
of the Internet that their proposa is part of.
This should be based on input gathered from
the users of the Internet, and from research of
the history and development of the Internet.

c) a description of the role the Domain
Name System plays in the administration and
control of the Internet, how it is functioning,
what problems have developed with it.

d) aproposal for itsfurther administration,
describing how the proposal will provide for
the continuation of the functions and control
hithertoprovided by U.S. government agencies
like NSF and DARPA. Also, problemsfor the
further administrations should be clearly iden-
tified and proposals made for how to begin an
open process for examining the problems and
solving them.

€) a description of the problems and pres-
sures that they see that can be a danger for the
DNS administration. Also recommendations
on how to protect the DNS administration
from succumbing to those pressures. (For
example from pressures that are politica or



commercial.) In the early days of Internet

development in the U.S. there was an

acceptableusepolicy (AUP) that protected
the Internet and the scientific and technical
community from the pressuresfrom politi-

cal and commercial entities. Also in the

U.S., government funding of a sizeable

number of people who were the computer

science community also protected those
people from commercia and political
pressures.

f) away for the proposal to be distributed
widely online, and the publicnot onlineshould
also have away to have accesstoit. It should
be made available to people around the world
who are part of or interested in the future
development of the Internet. Perhaps help
with such distribution can come from interna-
tional organizations like the 1TU, from the
Internet Society, the IETF, etc.

g) comment on what hasbeen learned from
the process of doing collaborative work to
createtheproposa. It should identify asmuch
as possible the problems that developed in
their collaborative efforts. Identifying the
problemswill help clarify what work hasto be
done to solve them.

h) 1t will be necessary to agree to some
way to keep thisgroup of researchersfreefrom
commercia and political pressures — govern-
ment funding of theresearchersisonepossible
way and maybe they can be working under an
agreed upon Acceptable Use Palicy for their
work and funding.

This proposal is an effort to figure out what is a
real way to solve the problem that is the essential
problem in thefuture administrati on of the Internet. If
the principles and prototype can be found to solvethis
problem, they will help to solve other problems of
Internet administration and functioning as well.

Notes:

(1) See Michael Hauben, “Behind the Net: The Untold Story of
the ARPA net and Computer Science”, in Netizens: OntheHistory
and Impact of Usenet and the Internet, IEEE CS Press, 1997, p.
109. Seealso “Internet, nouvelle utopie humaniste?’ by Bernard
Lang, Pierre Weis and Veronique Viguie Donzeau-Gouge, Le
Monde, September 26, 1997, as it describes how computer
scienceisanew kind of science and not well understood by many.
The authorswrite: “L’informatique est tout a lafoisune science,

une technologie et un ensemble d'outils.... Dans sa pratique
actuelle, I'introduction de [I’'informatique a I'ecole, et
mal heureusement souvent a la’ universite, est critiquable parce
gu’elle entretient la confusion entre ces trois composantes.”

(2) ibid.

To discuss thedraft DNS proposal “The Internet an Interna-
tional Public Treasure” and other related issues such asthe future
of the Internet as anew medium of worldwide communication and
how to alert others about the current U.S. government privatiza-
tion plans, you can join the Netizens mailing list.

Tojointhelist, send e-mail to: netizens-request@colum-
bia.edu
In the body of the message write: subscribe

The draft proposal “The Internet an International Public
Treasure” isonlinein English and French at:
http://www.columbia.edu/~ronda/other/

Submitted to the NTIA of the U.S. Department of Commerce by
RondaHauben, co-author of Neti zens: Onthe History and I mpact
of Usenet and the Internet published by the IEEE Computer
Society Press, 1997, ISBN 0-8186-7706-6
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U.S. House of Representatives
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by Ronda Hauben
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and Impact of Usenet and the Internet
October 7, 1998

INTRODUCTION

| am pleased to be invited to submit testimony to
the House Science Subcommittee on Basic Research
and Subcommittee on Technology on the subject of
whether the Domain Names System and rel ated essen-
tial functionsof theInternet should betransferred from
U.S. government oversight into aprivate sector corpo-
rate entity.
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My name is Ronda Hauben. | am co-author of the
book Netizens: On the History and Impact of Usenet
and the Internet published in May 1997 by the IEEE
Computer Society Press. | am also an editor and
writer for the Amateur Computerist newsletter which
has covered the history and importance of the Internet
since 1988.

| have studied and taught computer programming
and have participated online since 1988 and on Usenet
since 1992.

Also | submitted the proposal “The Internet an
International Public Treasure” to Ira Magaziner and
the U.S. Department of Commerce at the request of
Mr. Magaziner based on the concerns | presented to
him about the narrow phrasing of the question of the
transfer of the Domain Name System to the private
sector. | also responded to the Green Paper and sub-
mitted comments expressing concern that the general
nature of the Internet andits history and traditions, and
its nature as acommuni cation medium were being | ost
sight of in the Framework for Electronic Commerce
issued by Mr. Magaziner and his staff and in the Green
Paper and subsequent White paper. And | atended the
Geneva IFWP meeting in July 1998 and wrote up an
account of what happened in an article “Report from
the Front: Meeting in Geneva Rushes to Privatize the
Internet DNS and Root Server System”.(1)

The proposal that | wrote and submitted to Mr.
Magaziner on September 4, 1998, is now one of the
three proposals that has been posted at the U.S. De-
partment of Commerce web ste by the NTIA with a
reguest for comments.

As you can see from my proposal | have found
your hearing process valuable and have referred to
testimony given by one of thewitnessesin this matter
in the Preface to my proposal. | want to commend the
committee for both holding these hearings and for
putting thetestimony received onthecommittee’ sweb
site. | want to make afurther recommendation, how-
ever. | want to recommend that you explore having an
online discussion group. There the public could
comment on the issues before the Committee and on
the testimony received or offer additional information
or viewpoints into the public record so that you will
have a broader set of information and viewpoints to
influence your deliberaions, especidly when those
deliberations concern the operation and future of the
Internet. | hope that after you hear the rest of my
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comments you will understand better why this is so
important.

HISTORY OF INTERNET

First, | would like to offer a bit of history of how
the Internet came to be and | will endeavor to show
how knowing this history will be helpful in determin-
ing how to evaluate the proposals before the NTIA.

Then | will provide somerecommendationstoward
the policy decision that this Committee and the NTIA
are proposing to make.

The Internetisaproduct of severa significant and
successful research projectsthat were conducted under
funding from the Advance Projects Research Agency
(APRA) in the 1960s and 1970s.

One of the earliest of these projectsis perhaps one
of the most important in its relevance to the problem
before this committee today. That project was the
creation and support for interactive computing and
time-sharing. In 1962-3, a computer scientist and
engineeringresearcher, J.C.R. Lickliderwasinvited to
join ARPA and to begin the Information Processing
Techniques Office (IPTO). At that time the common
form of computing available was known as batch
processing using large mainframe computers. Some-
one who wanted to run a program would bring a stack
of punch cardsto acomputer center and return several
hours later or the next day to retrievethe printout that
the program generated to seeif the program achieved
the desired aim.

Needless to say this was acumbersome and frus-
trating means of using a computer. J.C.R. Licklider
and thetime-sharing projectsthat ARPA subsequently
funded set out to changethe form of computing and to
makeit possiblefor anindividual to be abletotypehis
or her own program into acomputer and to achievethe
results of the program immediately. Thisnew type of
computing that they created was called time-sharing.
Relying on the speed of the computer, these computer
pioneers were able to set up a series of different
terminals for use by users who were dl able to utilize
the computer at the same time. As aresult of time-
sharing systems, multiple users were able to interact
directly with a computer s multaneously.

Oneof the projectsfunded by J.C.R. Licklider was
called the Compatible Time-Sharing System (CTSS).
It was part of the project funded at MIT by ARPA



which was known as Project MAC.

There were severa important surprises that the
pioneers of Project MAC reported from their research
into time-sharing.

1) They didn't have to rely on professional pro-
grammersto do much of the needed programming for
their time-sharing system. What they found was that
the participants in the project would create programs
and tools for their own use and then make them
available to others using CTSS.

2) A community of users developed as a result of
the ways that people contributed their work to be
helpful to each other.

3) CTSS made it possible for users to customize
the computing system to their own needs. Thus the
general capabilities available provided away for the
individual user to create the diversity of computing
applications or programs that this diverse community
of users needed.

Asaresult of this project, the researchersrealized
that once you could connect a remote terminal to a
time-sharing system, you could develop a network
with people spread out over large geographical dis-
tances.

The networks that developed as a result of the
research in time-sharing provided working prototypes
and also a vision that would help to guide the next
stage in the development of networking technol ogy.
The effort to improve the throughput of data across
telephone lines led to ARPA supported research in
packet switching and the funding of the ARPAnNet
researchto usepacket switchingto link up the comput-
ersthat were part of ARPA’s research program.(2)

The next piece of history that isimportant to con-
sider isthe period during which the early Internet was
formed. 1n1981/1982 amailing list was begun on the
ARPAnet. This mailing list was called the TCP/IP
Digest and the moderator was Mike Muuss, aresearch
computer scientist at the U.S. Army Ballistics Re-
search Laboratory (BRL). The BRL during thisperiod
was one of the ARPA sites making the transition from
an early ARPAnNet protocol, NCP to TCP/IP, which
was to be the protocol suite that would make an
Internet possible.

By 1983 the cutover from NCP to TCP/IP had
occurred and thismade possibleaparticul arly relevant
event for the matters under consideration by this com-
mittee. That event wasthe separation of MILNET and

the ARPAnNet into two independent networksto create
an Internet. This split would allow MILNET to be
devoted to the operational activitiesof the Department
of Defensg(DOD). And those onthe ARPAnNnet would
be able to continue to pursue network research activi-
ties. Gateways between the two networks would pro-
vide internetworking communication.(3)

This gets us to a definition utilized in 1974 by
L ouis Pouzin, who had worked on CTSS at MIT and
then returned to France to work on creating a packet
switching network that was called Cyclades. Com-
puter science researcher, Louis Pouzin, defined an
Internet as a network of independent networks. (He
caled “an aggregate of networks [which would]
behave like a single logical network” a CATENET.
ARPA adopted his concept as the goal of the research
project it was supporting).(4)

Each network could determine for itself wha it
would do internally, but each recognized the need to
accept a minimum agreement so that it would be pos-
sible to connect with others who were part of the
diverse networks that made up the Internet.

RECOMMENDATIONS

| havetaken thetimeto review thesetwo important
devel opmentsin internetworking history becausethese
two developments are at the foundation of the design
of the current Internet aswe know it today.

These two devdopments highlight what is so
special and particular about the Internet.

The Internet that has grown up and developed isa
continuation of thetime-sharing interactivecommuni-
ties of users and computers where users contribute to
and arein effect the architects of the network that they
are part of. Also this understanding leads to another
significant aspect. That isthat this system of human-
computer networking partnerships has a regenerative
quality. New connections and programs, and data-
bases or mailing lists are contributed by the users
themselves. And thus the Internet grows and spreads
and connectsanincreasingly larger number of comput-
ers and users around the world.

The second important aspect is that the Internet
architectureand design accommodates different needs
and capabilities of adiverse set of usersand user com-
munities. For example, someonein Ghanawith a 386
or 486 computer and a modem can be connected to
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and send e-mail to someonein aresearch laboratory in
Switzerland which has the most modern computer
workstations. That is because the architecture of the
Internet requires the least possible equipment and
capability to be able to make Internet communication
possible.

Thus people and computers around the world who
are using an extremely diverse set of equipment and
computing capability are able to interact and commu-
nicate.

| have taken the timeto describe these generd fea-
turesof the Internet for afew reasons. Thefirg reason
isthat thisiswhat is so precious about the Internet and
this is what | believe needs to be understood and
protected when considering any change that may be
contemplated in how the Internet is controlled, man-
aged or operated.

Any changeintheminimal requirement that makes
communication possible across the independent net-
works that make up the Internet can obsolete thou-
sands of computers and many more users around the
world and thereby jeopardize the connectivity and
global communication that the Internet has achieved.

Any change in the ability of users to represent
themselves and to utilize the Internet for their diverse
purposes and to contribute to what is available to
others on the Internet, (as long as this does not put
demands on others on the Internet), any such change
can deprive millions of users of the Internet of the
general form that makes it possible for the Internet to
serve the communication needs of so many diverse
communities of users.

This diversity includes the computer scientists at
MIT or the high school student in Sydney, Australia.
If there are particular needs of any one group, such as
the security needs of DoD, or the ability to write with
Japanesecharactersof usersin Tokyo, thearchitectural
design provides that within an individual network or
severa networks such needs can be accommodated,
without imposing such requirements on the users of
other networks.

These two principles are important to study and
understand because they represent what is being vio-
lated by the Framework for Electronic Commerce pre-
pared by IraMagaziner and his staff. Thisframework
does not treat the Internet as anetwork of independent
networks, but instead as asingle network that must be
changed to meet the needs of a particular set of users.
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Thusinstead of recommending that anindependent
commercial network or afew commercial networksbe
created as part of the Internet to meet the special needs
of commercial Internet users, IraMagaziner’s frame-
work document requires that the entire Internet be
changed to meet the particular needs of aparticular set
of users. This is a violation of the concept of an
Internet.

My recommendation is that the Framework that
Mr. Magaziner has created needs to be recast to be a
Framework for the Internet as a New Means of Inter-
national Communication. Within that framework Mr.
Magaziner can describethe particular needsof particu-
lar communities of users, but these particular needs
cannot be allowed to replace the generality of the
Internet design so that other usersof other independent
networks are being imposed on to satisfy the needs of
any particular group of users.

Thesecond important precautionisthat users must
be protected to continue to represent themselves and
their needs. Thisiswhat providesfor the diversity of
what is available on the Internet and is the continua-
tion of the culture and regenerative quality of theearly
time-sharing communities. This is wha makes it
possiblefor auser in Benin, for example, to spread the
Internet to other users there, and for a student in
Finland to start the Linux project that has been devel -
oped by thousands of others into an operating system
that gives Microsoft competition. Those who might
want adifferent type of network, as| haveheard some
large corporate entitiesin the United Statesexplain, as
they want to be ableto more carefully choose who will
do what functions for them, can do so in their corpo-
rate network as part of the larger Internet, but they
must not be allowed to impose their special demands
on the larger Internet community. The reason for this
is that then users in MILNET, for example, will be
required to do thingsin their network that do not serve
their needs, and the concept of an Internet will be
violated, leading not to the further growth and exten-
sion of the Internet, but back to a single network, to
one that serves only afew commercid entities at the
great loss to the many other users on the Internet.

Theother precaution that followsfrom understand-
ing these essential characteristicsof thelnternet isthat
commercial entities want to carry on certain experi-
mentsin how to subject various aspectsof the Internet
to so called “ competition”. They must not be allowed



to do thisin away that affects the whole Internet, but
must be restricted to the particular network that they
develop for their commercial purposes. Thus the
commercia corporation that is being planned by the
U.S. government to sell off parts of the Internet’s
essential functions must not be allowed to control
anything but its own commercenet. Those who are
interested in such experimentation should be advised
that they will have to form their own network which
can be connected to the Internet, but that such experi-
ments can only go on inside their own network, and
cannot be imposed on the rest of the users of the
Internet.

To do otherwiseisto jeopardizethe fact that only
aminimal requirement is necessary for all to connect
to the Internet and this is only that which makes the
communication acrossthe many independent networks
that make up the Internet possible. To do otherwise
will mean the obsoleting of many machines and
cutting their users off from communication with the
rest of those on the Internet.

Thus the corporation that IANA and NSI have
designed, or that the Boston Group has proposed must
not be allowed to take over the essential functions of
the entire Internet. Instead such corporate activity
needs to be restricted to an independent commercial
network that can be part of the Internet but cannot be
allowed to impose its special requirements on the
otherswho use the Internet. This might mean that the
.com machines will become part of a.com network,
and would be able to communicate with others on the
Internet, but not impose their “for sale” and specula
tive practices on the usersin the educational or scien-
tific communities who make up much of the Internet.

Before there are any plans to change the form or
structure or management of the Internet, it is crucial
that there be an assessment of the special characteris
ticsand functionality that must be preserved and aplan
created for how to be certain that thisis done.

Sinceboththe ANA/NSI proposal andthe Boston
Group proposal are for structures that should be
limited to acommercial network, and not imposed on
the Internetitself, how then can the essential functions
of the Internet be administered inaway that represents
the cooperative and international nature of the Internet
itself?

My proposal provides for a prototype cooperative
research program involving researchersin any country

or region that agree to participate. These researchers
who will be part of this program are to be responsible
for carrying out the investigation and inquiry among
online users to determine the general characteristics
and functions so that they can propose a plan to safe-
guard these crucial characteristics and functions.

There is one final lesson from the history and
development of the Internet that it is important to
consider when trying to determine how to form amore
international system for protecting and administering
the essential functions of the Internet represented by
the Domain Name System, IP numbers etc.

Usenet was begun in the 1979-80 period by grad-
uate students who were part of the Unix community.
Theinvitation to join Usenet which was handed out at
the January 1980 USENIX conference explained why
it was crucial to develop an online network, not to
form committees. They describe why it was crucial
for those who were interested in devel oping Usenet to
actually usethe network, so that they “will know what
thereal problemsare.” It iswith thisgoal in mind that
| created the design in my proposal for a prototype
where researchers from a diverse set of nations or
regions will utilize the Internet to figure out how to
createthe necessary cooperative, protective formsand
processes to administer and support the essentia
functions of the Internet. Just as adhering to the
principleof relying on“using Usenet” madeit possible
togrow Usenet, so the principleof “using the Internet”
will makeit possibleto scale the Internet and create a
means for a shared international oversight of the
essential functionsand to solvethe problemsthat arise
aong the way.

The Internet is the symbol and manifestation of
hope for people around theworld. Asmore and more
people communicate on a worldwide basis, the foun-
dation isincreasingly set to find peaceful and produc-
tivewaysto solve the many serious problemsthat exist
in the world today. Thisvision hasits enemies. But
theU.S. government hasthe proud distinction of being
the midwife of the achievement of achievementsof the
20th Century represented by the development of the
Internet. If therearethoseintheU.S. government who
recognize theimportance and respect that comesfrom
giving birth to the communications system that has
spread around the world with such amazing tenacity
and determination, they must find the means to treat
the decisions and changes needed to further develop
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the Internet with the proper care and concern.

Footnotes:
(1) http://lwww.columbia.edu/~rh120/other/ifwp_july25.txt

(2) See chapter 6 “ Cybernetics, Time-Sharing, Human-Computer
Symbiosis and Online Communities’ in Netizens: Onthe History
and Impact of Usenet and the Internet, IEEE Computer Science
Press, 1997. A draft isavailable at
http://www.columbia.edu/~hauben/netbook

(3) Describing this transition, Vint Cerf wrote: “ The basic objec-
tive of thisproject isto establish amodel and a set of rules which
will allow data networks of varying internal operation to be
interconnected, permitting users to access remote resources and
to permit inter-computer communication across the connected
networks.”

(4) Robert Kahn at about the same time introduced the "open
architecture" principle. For Pouzin'swork seee.g., Louis Pouzin,
“A Proposal for interconnecting packet switching networks,”
EUROCOMP Conference, Brunel Univ, May 1974, p. 1023.
(The article was reprinted in “The Auerbach Annual 1975 Best
Computer Papers”, Isaac A uerbach Ed, .pp. 105-117.)

Letter To Representative
Tom Bliley

Representative Tom Bliley

Chairman

The House Committee on Commerce
The U.S. House of Representatives
Washington, D.C.
commerce@mail.house.gov

Dear Chairman Bliley

It was good to see your |etters of October 15, 1998
to IraMagaziner, Senior Advisor to the President for
Policy Development and William M. Daley, Secretary
of Commerce, asking for information regarding the
proposed transfer of vital public resources necessary
for the functioning of the Internet from the oversight
and control of the U.S. government to a newly to-be-
created private entity.

It isimportant that there be a serious examination
and investigation of this plan by the government. As
| will explain in more detail below, these public re-
sourcesthat the U.S. government is offering to giveto
aprivateentity will put great wealth and power in the
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hands of that private entity and will seriously jeopar-
dizethe public character and cooperative nature of the
Internet. It is this public character and cooperative
nature that are essential for the continued functioning
of the Internet, as | explained in my testimony to
Congress, submitted to the Committee on Science,
subcommittees on basic research and technology for
their hearing held on October 7, 1998. The testimony
is a part of the public record and is also available at
http://www.columbia.edu/~rh120/other/test-
imony_107.txt

There are some concerns | feel it isimportant to
indicateto you and | would appreciate an opportunity
to talk with you further about them.

In February 1997, a report was issued by the
National Science Foundation Office of the Inspector
Generd. (See “Office of Inspector General Report:
The Administration of Internet Addresses,” 7 February
1997) This report contained a number of interesting
observationsand recommendationsthat it presented to
the National Science Foundation to examine with
regard to the important question of the future over-
sight, control and management (i.e. policy determina-
tions) of the domain name system and the IP numbers,
root server system etc.

Instead of the NSF examining the report and the
recommendations made, the agency went ahead with
actions to privatize the DNS and related systems,
transferring the oversight over key functions of the
Internet to the U.S. Department of Commerce.

And despite the fact that there have been con-
gressional hearings conducted by the House Commit-
tee on Science, subcommittees on basic research and
on technology and the House Commerce Committee
into the privatizing of the DNS and related systems of
the Internet, none of these hearings has mentioned the
Officeof Inspector Generd’ sReport or therecommen-
dations and precautions discussed in the report.

Also in its semi-annual report to Congress, the
Office of Inspector General of the NSF made further
comments and recommendations. And it said it was
referring the problems it had identified of concen-
tration of power that such privatization would repre-
senttotheU.S. Department of Justicefor examination.
(See “Semiannual Report to Congress, Number 16,
October 1, 1996 through March 31, 1997, pg. 10-14.)

TheReport explains: “ NSF responded to our report
by stating that ‘long term issuesraised by [our] recom-
mendationsmay indeed require additional government



oversight.” Nonethd ess, NSF decided it would not be
appropriate for NSF to continue its oversight of
Internet addressregistration, and it referred our report
for consideration by aninformal interagency task force
chaired by OMB. NSF explained that ‘[i]n the mean-
time, next-step solutions... are being implemented,’
citing the proposal s discussed above that would create
new, top-levd domain name and number address
registries. We believe these proposals could result in
a concentration of market power and possible anti-
competitive behavior. As a result, we are referring
these matters to the Antitrust Divison of the Depart-
ment of Justice for analysis and suggested dispos-
tion.” (p. 15)

I wondered why there hasn’t been any agpparent
consideration by the Executive Branch or the U.S.
Congress of the NSF “Inspector General’ s Report on
the Administration of Internet Addresses” which was
issued in February, 1997.

Though the report doesn’'t solve the problem, it
does make a significant contribution toward under-
standing the problem. It identifies the fact that con-
tinued research to meet the needs of the Internet is a
responsibility for government. And it describes that
there is a public obligation of the U.S. government
with regard to ensuring the protection of the public
interest in the public resource and public treasure that
isthe Internet. The report saysthisin different ways
at different places throughout but at the end it says:
“The current federal oversight of name and number
Internet addressesisthenatural consequence of federa
financial support of Internet development. Continued
federal oversight of this unique public resource is
required by the nation’ sincreasing dependence on the
Internet, which is being fostered by additional federal
investments in this technology. NSF's history of
involvement with the Internet, its technical expertise,
and its continuing investments in related research
programsuniquely qualify it to perform that oversight
role. NSF' s oversight would ensure the protection of
the public interest in the resource, the availability of
fundsto support future network related basic research,
service, and devel opment, fairnessto the Internet com-
munity, and fairness to the taxpayers.” (from page 16
of “Office of Inspector General Report: The Adminis-
tration of Internet Addresses,” 7 Feb. 1997)

The Report aso identifies the significant amount
of money that the $50 a year maintenance fee in do-

main names has given to the U.S. government con-
tractor Network Solutions, Inc.

The Report suggests using part of the fee to sup-
port continued needed networking research. (I feel
there would have to be serious questions raised about
whether this is appropriate, but it is important to ex-
amine this recommendation.)

In any casethis suggestion clarifiesthat those who
administer the Internet al so have an obligation to sup-
port the kind of research needed to help thelnternet to
scale.

Alsothe Report identifiesthe potential of charging
for 1P numbers and the great amount of revenue that
this could potentially yield. (This raises for me the
question of the enormous power that will be put in the
hands of any private entity that is given control over
the allocation of 1P numbers and domain names.)

The Report also notesthat policy issueswhich are
issues of control need to be kept in government hands,
not given over to private hands.

The OIG report discusses that though it might be
possible to move administrative functions out of
government hands, it must be clear theseare not policy
functions.

The proposed privatization of the DNS and other
essential Internet functions are moving policy func-
tions out of the control of government and putting
them into unaccountable hands.

The whole result of thisis a very dangerous one
both for the public around the world and for the
Internet. The reason is that the private entity has no
public obligation or the tools or functions to enable it
to sift through the opposing interests with regard to
policy. The private entity (and | have seen thisin al
the efforts | have made to be part of the International
Forum on the White Paper activity) has no concernfor
thepublicinterest. Theissueisnever raised and can't
be.

Thereisareason government has been created and
that governments exist around the world. Thereisa
broad interest that is more long range than what an
individual corporation is able to consider or act in
favor of.

After reading the Inspector General’s Report, |
thought for afew minutes about the fact that over two
billion P numbers have already been allocated and
that there are over two billion more.

| thought about the tremendous power and wealth
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that thiscould represent aswell asthe harm that would
cometo the Internet if this power and control fallsinto
the wrong hands.

If the new private entity decidesto charge just $50
ayear for each IP number, then that gives it a yearly
income of 100 billion dollars.

If it makes a decision on who can buy |P numbers
and who can't, then thislimits accessto the Internet to
those whom this private entity deems should have
access,

Thinking about this potential being put into the
hands of aprivateentity with no expertise to deal with
it and more importantly, no socia obligation toward
either the Internet or the public, left merecognizingin
a new way how the development and spread of the
Internetisdueto thefact that the policiesinvolving its
development had a public purpose and responsi bility,
and were under government protection.

Totransfer thisgreat potential public treasure into
privatehandswhoconsiderita“gold mine” represents
a very very great disregard of the public trust and
public obligation. | have heard that there are those
willing to pay to get these resources and that they are
upset that they are being given away free.

Thosewillingto pay didn’t recognizethis, but they
did recognizethat thisisacase of theU.S. government
giving away something that has very very great value
(either private value if it falls into private hands) or
social vaueif it iskept in public hands.

So thisis the issue that hasn't been discussed and
yet thisisavery significant public question.

When | was asked to submit questionsto Congress
by the staffer with the House Committee on Science,
subcommittee on basic research, one of the questions
| submitted was* By what authority isthe U.S. govern-
ment giving away the cooperative development that is
represented by the Internet.” | have read RFC’s like
RFC 1917 which says about thelnternet “isthe largest
public data network in the world.” And later on it
defines the global Internet as “the mesh of intercon-
nected public networks (autonomous systems) which
hasitsoriginsintheU.S. National Science Foundation
(NSF) backbone, other national networks, and com-
mercial enterprises.”

So it definestheInternet as“ public” * not* private.

And yet the U.S. government is claiming it is
considering giving to a private entity the essential
functions that are at the heart of this global public
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internetwork of networks.

Theattempt totransfer vital public resourcesout of
the protection of the public sector into an entity that
allows their fundamentd nature and purpose to be
changed, presents a fundamental problem and chal-
lenge for those who understand the importance and
advance for society represented by the worldwide
Internet.

Even the U.S. Federal Didrict Court, in a case
affirmed by the U.S. Supreme Court, recognized the
unique and important treasure that the Internet repre-
sentsfor peoplearound theworld and directedthe U.S.
government to protect the autonomy that the Internet
makes possible for ordinary people as well as media
magnates.(ACLU vs. Reno) The privatizing of these
essential functions makes such protection impossible.

When | was at the hearing held by the House
Committee on Science, subcommittees on basic re-
search and technology on October 7, 1998, the head of
the steering committee of the International Forum on
the White Paper spoke to the subcommittee about her
vision of having private corporate entities take over
the power and control that government has had.

This helped me to understand that the question of
governance is being substituted for the question of
what is the proper role of government in the admin-
istration of important and strategic public resources
like the Internet.

The OIG Report mentions two ways to protect the
public interest with regard to public resources. The
first is to keep them under public ownership and
control.

Thesecondistofollow “proceduresfor facilitating
public participation and open decision making.”

They recommend that with regard to thisresponsi-
bility the “NSF should disseminate the draft policies
and reguests for comments broadly, on the Internet as
well as viatraditional means, and NSF should accept
comments viathe Internet.” (p. 12)

They aso mention that when the NSFNET was
privatized the NSF went through a public process.
Unfortunatdy, they don’t recognize how this public
process broke down at that time. (See chapters11, 12
and 14 of Netizens: On the History and Impact of
Usenet and the Internet at http://www.columbia.
edu/~hauben/netbook/)

Once again the public processes are not function-
ing, as demondrated by my report of the IFWP phony



consensus process.  See http://www.columbia.edu/
~rh120/other/ ifwp_july25.txt

| welcome any thoughts on all this. | recognize
that these issues are not easy for thosein government,
but the momentous importance of them requires the
most skillful and conddered measures.

Severa years ago | met one of the pioneers of
time-sharing, Fernando Corbaté. | asked himabout his
early experiences at MIT and Project MAC. He
recommended that | read the book Management and
the Future of the Computer edited by Martin
Greenberger.

The book was about the 1961 conference at MIT
on what should be the future of the computer. Many
of the pioneerswho had created the computer or were
working on forefront computer research had gathered
to celebrate the centennial of MIT. They invited C.P.
Snow from England to speak. (Hehad recently spoken
at Harvard).

His topic was “ Scientists and Decision Making”.
And he spokeabout how strategic decisions, especially
those concerning computer technology, wouldbemade
by government officids. His talk explained why it
was crucial that those officials had the needed advice
from people who understood the technology and the
conseguences to society of their decisions.

Also he spoke about the need to invol ve the broad-
est possible number of peopleinthesedecisions. C.P.
Snow gave the example of when strategic decisions
involving too few people were made in England and
how the decisions led to harmful social results. (He
cited the decision to do the strategic bombing of
German civilian populations and he told how that
decision prolonged thewar, rather than shorteningit as
intended.)

And he spoke about how decisions involving a
large number of people had more of a chance of being
socially beneficial decisons.

The plan of the U.S. government to privatize es-
sential functions of the Internet isthe kind of decision
that C.P. Snow waswarning against. It isgood to see
that you, as the Chairman of the House Commerce
Committee have now begun aninvestigation into some
aspectsof the U.S. government plan to privatize these
key and invaluable public resources. It is important
that such an investigation examine the concerns of the
Officeof Inspector General of theNSF sReport onthe
planned privatization and conduct a much broader
investigation into the public and social consequences

and dangers that giving any private entity the power
and wealth that such key functions of the Internet
provide.

In the spirit of citizenship and Netizenship,
Ronda Hauben
ronda@panix.com

P.S. The proposal | have presented to the NTIA isalso available
atthe U.S. Dept. of Commerce NTIA web site and you should be
aware that that is *not* a proposal to privatize these key func-
tions, but to create a prototype collaborative network to examine
and solve the problems of scaling and continuing the successful
operation of the Internet.

E-mail Message from Becky Burr
to Ronda Hauben

[Editor’ sNote: Inresponsetothe proposal that Ronda
Hauben submitted to Ira Magaziner at hisrequest and
to the U.S Department of Commerce, there was a
phone call from Becky Burr. Her only real question
about the proposal that had been submitted by Ronda
Hauben was what could be inserted into the IANA
proposal to take into account some of the concerns
raised by Hauben's proposal. When Hauben an-
swered that government had to stay involved and thus
she couldn’'t propose inserting something into a pro-
posal that excluded gover nment i nvol vement, theissue
was not discussed any further. Following is the sub-
sequent brief e-mail reply that Ronda Hauben received
from Becky Burr as the only real statement of their
consideration of her proposal.]

Date: Tue, 20 Oct 1998 18:29:09 -0400
From: Becky Burr <bburr@ntia.doc.gov>
To: ronda@panix.com

Cc: krose@ntia.doc.gov

Subject: DNS management

Dear Ms. Hauben:

Thank youfor making your submissioninresponse
to the National Telecommunications and Information
Administration (NTIA) Statement of Policy entitled
Management of Internet Names and Addresses.

The public commentsreceived by the Department
of Commerce, in response to your submission and
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others, generally support moving forward with the
structure outlined by the Internet Corporation for
Assigned Names and Numbers (ICANN). The public
submissions and comments received, however, dso
indicate that significant concerns remain about the
substantive and operational aspects of the ICANN.

In this light, we have indicated to ICANN the
need to resolve a number of specific concernsinclud-
ing accountability (financial and representational),
conflicts of interest, transparent decision-making, and
country-code top level domains (ccTLDs). We are
hopeful that a satisfactory resolution of these issues,
leading to the creation of a broader consensus, can be
achieved in the near term, in order that we may move
forward with the transition process outlined in the
White Paper. Although you do not agree with the
privatization plan, we understand and share your con-
cerns about preserving the Internet’s potential to
further scientific and research activities.

We appreciate your thoughtful and constructive
participation in this process.

Sincerdy,
J. Beckwith Burr
Associate Administrator (Acting)

Letter to William Daley
Secretary of Commerce

[ Editor’ s Note: Following istheletter that Congress-
man TomBliley, Chairman of the House Committeeon
Commer ce sent to both Secretary of the Department of
Commerce William Daley and Ira Magaziner, then
Senior Policy Advisor to President Clinton, on Octo-
ber 15, 1998. Congressman Bliley indicated his
committee was beginning an investigation into the
secret process by which the U.S. government through
|ANA had created ICANN. However, there has been
no further indication of the process of thisCongressio-
nal investigation and noindication of whether theU.S.
government did submit the documents that Congress-
man Bliley requested. Also there was no response by
Congressman Bliley to Hauben’ sletter of request for
an investigation of the lack of consideration of her
proposal by the U.S. Department of Commerce.]
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October 15, 1998

The Honorable William M. Daley
Secretary of Commerce

U.S. Department of Commerce

14th Street at Constitution Avenue, NW
Washington, D.C. 20230

Dear Mr. Secretary:

| am writing to expressmy concerns about therole
of the Department of Commercein the transfer of the
Internet’s Domain Name System (DNS) from the
public sector to the private sector.

OnJune 10, 1998, the Subcommittee on Telecom-
munications, Trade and Consumer Protection held a
hearing on the future of the Domain Name System.
Associate Administrator of the National Telecommu-
nication and Information Administration (NTIA) for
International Affairs, J. Beckwith Burr, testified onthe
Administration’ srecently rel eased policy statement on
the future management of the DNS. This policy
statement, known as the White Pgper, outlines the
Administration’s proposal to turn over responsibility
of the management of the DNS from the government
to anewly created non-profit corporation. This new
private corporation is intended to provide for com-
petitionin domainregistration and global participation
by al interested parties in the future management of
the DNS.

| welcomed the White Paper’ s proposal for the new
corporation to be “governed on the basis of a sound
and transparent decision-making process, which pro-
tects against capture by a self-interested faction.” The
White Paper reiterated the need for openness when it
stated that: “The new corporation’s processes should
be fair, open and pro-competitive, protecting against
capture by a narrow group of stakeholders.”

At the hearing, | underscored the importance of
private sector |eadership and the need for stability and
continuity in the operation of the Internet during the
transfer of DNS management to the private sector. |
believed that an open, consensus-based process to
devel op the new self-governing structure, embodied in
the White Paper, was a promising approach. At the
meetings over the summer of the International Forum
for the White Paper (IFWP), abroad-based consensus
was reached among the participants which echoed the
principles of the White Paper.



To further the goals of the White Paper, it would
seem incumbent uponthe Admi nistrationto encourage
all key Internet stakeholdersto participate in an open,
consensus-driven governance process, and, in particu-
lar, to encourage meaningful participation of one
important stakehol der, the I nternet Assigned Numbers
Authority (IANA). As you know, IANA, a Depart-
ment of Defense contractor, establishes technical
protocolsand allocates| nternet Protocol (1P) addresses
to regional 1P numbering authorities, two functions
that arecritica to the operation of the Internet. | was
disappointed to learn that IANA apparently did not
meaningfully participate in the |FWP process.

Instead of participating in that process, I1ANA,
under the leadership of Dr. Jon Postel, apparently de-
veloped its own DNS reform proposal behind closed
doorswith little consultation from the broader I nternet
community. Thefinal IANA proposal, which was de-
livered to the Department of Commerce on October 2,
only represented the position of IANA and no other
parties.

ConcurrentwithANA’ srelease of itsproposal for
the new DNS corporation, known as the Internet
Corporation for Assigned Names and Numbers
(ICANN), IANA named nine individuals to serve as
interim members of the board of directors of ICANN.
| am concerned about the lack of openness in the
consideration and selection process for ICANN’s
interim board members. In fact, Dr. Postel’s written
testimony recently before a House Committee ack-
nowledged that the selection process for members of
the interim board of directors of the new corporation
to administer the DNS, was “undemocratic and
closed.” Further, | am concerned that the lack of a
solid American majority on the interim board fails to
reflect the leading role of American business invest-
ment and consumer-use in the growth of the Internet.

The Commerce Department has provided a com-
ment period of just six business days (which began
with thereceipt of the proposalslate on October 2, and
ended on October 13, 1998), for the public to respond
to the four proposals submitted to NTIA pursuant to
the White Paper’ s request for proposalsto establish a
private sector entity. | am concerned that this limited
time period isinadequate for all interested parties to
provide meaningful comment on these proposals that
are crucial to the future of the Internet and electronic
commerce.

Finally, I have concernsregarding thelegal author-
ity upon which the Department has undertaken the
process to transfer DNS management from the Na-
tional Science Foundation (NSF) to a newly created
non-profit corporation. As you know, the NSF took
the lead in commercialization of the Internet through
its operation of the NSFnet and its 1993 cooperative
agreement with Network SolutionslIncorporated (NSI)
to register domain names and manage the root server
sysgem. It is my understanding that the NSF/NSI
cooperative agreement was transferred to the Depart-
ment of Commerce in September 1998.

| am concerned about the manner in which the
process of privatizing the governance of the DNS has
apparently unraveled. | washopeful that the Adminis-
tration would bring leadership to thisimportant effort.
We are at acritical juncturein the efforts to establish
a workable governance structure that will guide the
future of the Internet and dectronic commerce. The
successor failure of thiscurrent undertaking will have
a profound impact on the growth of electronic com-
merce as well as future Internet governance debates.
It is vitally important that this first attempt at self-
governance be undertaken in a deliberate, open and
fair manner, so that it is not subject to capture by “a
narrow group of stakeholders.” A loss of credibility in
the Internet community at large will seriously under-
mine the ability of the new corporation to administer
the Domain Name System and the stability of the
Internet itself.

Pursuant to Rules X and X1 of the U.S. House of
Representatives, | request that you provide thefollow-
ing information to the Committee by November 5,
1998.

1. Please provide the Committee with an explana-
tion, including citations to relevant statutes, of the
Administration’s authority over management of the
Internet. In particular, please explain: (1) the Depart-
ment of Commerce’s authority to assume the NSF
cooperative agreement with NSI; and (2) the Depart-
ment of Commerce sauthority to transfer responsibil-
ity for the management of the DNS to the private
sector.

2. GivenANA’shistorical rolein the operation of

the Internet and itsrole in establishing a new manage-
ment structure, please describe the Department of
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Commerce’ seffortsto encourage IANA’ smeaningful
participation in the IFWP process. Additionally,
please describe the Department’s knowledge and/or
involvement in IANA’s decision to submit its own
proposal. Please provide all records relating to
IANA’sparticipationinthe | FWPor IANA’sdecision
to submit a separate proposd.

3. Why is the Department of Commerce's com-
ment period s0 short? Why did the Department pro-
vide just six full business days for the public to ana-
lyze the proposals and provide comment? Please
explain the Department’s regulations and guidance
governing public comment periods generally and in
relation to the consideration of the four DNS reform
proposals together with the relevant regulations and
guidance.

4. Did the Department of Commerce have any
involvement in the consideration or selection of
ICANN'’s proposed interim board members? If so,
pleasedescribethe Department’ sinvolvement and list
and describe any communi cationsthe Department had
with the following people or entities regarding the
consideration or selection of the proposed interim
board members prior to the announcement of the
proposed interim board members: (1) IANA or its
representatives; (2) the proposed interim board mem-
bers;, (3) representatives of foreign governments,
international organizations, or non-governmental or-
ganizations; or (4) other individualsand organizations
outside the U.S. government. Please provide al rec-
ords relating to such communications (whether writ-
ten, electronic or oral).

For purposes of responding to this request, the
term “records,” “relating,” “relate,” and “regarding”
should be interpreted in accordance with the Attach-
ment to thisletter.

Should you have any questions regarding this
reguest, please contact me or have your staff contact
Mark Paoletta, Chief Counsel for Oversight and
Investigations, or Paul Scolese, Professional Staff
Member, at (202) 225-2927.

TheHouse Commerce Committeeintendsto mon-
itor the consideration of the draft proposals and the
transfer of DNS management to the private sector very
closely for the remainder of the 105th Congress and
throughout the 106th Congress. Asthe Administration
undertakesthiseffort, | ask that the Committee be kept
informed of and consulted on the processin a timely
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fashion.

Sincerdy,
Tom Bliley
Chairman, House Committee on Commerce

Letter from Bliley to
Ira Magaziner

[Editors note: Followingisaletter sent by Congress-
man Bliley tolraMagaziner, thena senior U.S policy
advisor to President Clinton. Magaziner resigned
from his office in November 1998. We are including
in this letter only the parts that are different from
those that were included in the letter to Secretary of
Commerce.]

Dear Mr. Magaziner:

| am writing to express my concerns about the
Administration’ s role in the transfer of the Internet’s
DomainName System (DNS) from the public sector to
the private sector....

2. GivenANA’ shistorical roleinthe operation of
the Internet anditsrolein establishing a new manage-
ment structure, please describe your effortsto encour-
age IANA’s meaningful participation in the IFWP
process. Additionally, pleasedescribeyour knowledge
and/or involvement in IANA’s decision to submit its
own proposal. Please provide al records relaing to
IANA’sparticipationinthe[FWPor IANA’sdecision
to submit a separate proposd.

3. Did you support the Department of Com-
merce’ s decison to limit the public comment period
onthe DNS proposalstosix full business days? Please
provide all records relaing to the comment period,
including but not limited to all records of communica-
tions (whether written, electronic or oral) between the
Executive Office of the President and the Department
of Commerce relating to the comment period.

4. Did you have any involvement in the consider-
ation or selection of ICANN’sproposed interim board
members?If so, please describeyour involvement and
list and describe any communicationsyou had with the
following people or entities regarding the consider-
ation or selection of the proposed interim board
members prior to the announcement of the proposed



interim board members: (1) IANA or its representa
tives; (2) the proposed interim board members; (3)
representatives of foreign governments, international
organizations, or non-governmental organizations; or
(4) other individuals and organizations outside the
U.S. government. Please provide all records relating
to such communications (whether written, electronic
orord...).

Letter to The NTIA

Date: Wed, 7 Oct 1998 14:07:51 -0400 (EDT)
From: Luis G de Quesada <lgd1@columbia.edu>
To: dnspolicy@ntia.doc.gov

Subject: Against Privatization of the Internet

Dear Sir/Ladies: | aminfavor of RondaHauben’ spro-
posal and against the privatization of thelnternet. The
Internet belongs to we, the people and privatization
would gradually remove usfrom it, making room in it
for just the privileged and the wea thy.

Sincerdy,
Lou De Quesada

Internet Governance: Herding
Cats and Sacred Cows*

Version 1.1
By Robert Shaw**
robert.shaw@itu.int

[Editor’s Note: Thefollowing article is based on the
talk given by Robert Shaw, of the ITU, in Geneva at
the Internet Society Meeting in July 1998. Shaw dis-
cusses some of the background of how the process of
trying to turn the Domain Name System and other
Internet essential functions over to the private sector
has been a frustrating process that has only yielded
undesirable ends.]

A few daysago, | gave atalk at the ITU to agroup
of students on a European telecommunications sum-
mer school program. The pre-arranged topic of my
talk was “Internet governance”. Of course, | started

my tak by saying that | hadn’t the dightest idea what
the term “Internet governance” mearnt.

Y ou would think I might. During thelast couple
of years, I, along with a current committee of around
thirteen people, have been involved in what can only
be described asathree-ring circus: an attempt to over-
haul the administration of theInternet generictoplevel
domainslike.com, .net, and .org. Whenasmallerfirst
committee, the Internet Ad Hoc Committee or IAHC
started thiswork in 1996, | doubt that any of the|AHC
had ever heard of the term Internet governance. In
fact, we were very careful to limit the scope of our
activity and would have been accused of absurd hubris
to equate this work with the much grander sounding
“Internet governance”.

Someone once said “trying to govern the Internet
isliketrying to herd cats: it just doesn’t work”. And
assomeone d senoted —* catsareclearly much smarter
than dogs:. the proof is that you could never tie eight
cats together and get them to pull asled in one direc-
tion”. One could argue that what we need is a few
dogs pulling in the same direction.

But, of course, on the Internet, no one knows if
you'readog. |, along with another rotating group of
committee members working on this problem, have
experienced enough bizarre characters, self-proclaim-
ed representatives of organizations that are nothing
morethan afew web pages, and conspiracy theoriesto
last a lifetime. We've been sued, attacked in thou-
sandsof e-mailsonmailing lists, compared to commu-
nists against free enterprise, claimed to be lackeys of
foreign powers, or part of a secret plot to move the
Internet to Switzerland. No motive that we could
possibly have istoo base. No possible accusation has
been left unsaid. I’ veread enough false press reports
about our work to forever distrust quasi-real-timeweb
journalism. Indeed, who has time to check sources
when you need to publish next hour?

We' vebeen accused of selling out to thetrademark
community and at the same time not doing enough to
help protect trademarksin domain names. We' vebeen
chastised because we haven't figured out away to put
principlesof free speechinto domain nameadministra-
tion [personally, | would have thought that the Internet
offered plenty of opportunitiesfor free speech without
having to embed inits naming infrastructure]. We've
been told that we're progressng too fast — and too
slow.
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And, of course, the incumbent administrator of
gTLDsoperating under afiveyear contract that should
have ended on September 30, 1998 [now extended to
September 2000], is, shall we say, not particularly
keen on any plan that threatens a monthly multi-
million dollar revenue stream or their market capital-
ization.

Basicdly we're making everyone unhappy which
ironicadly may mean that we ve reached an equa
compromise between wildly divergent points of view.

Unbelievably, it just seems to just get worse and
worse. When we started our work in 1996, only afew
people outside the Internet technicad or service com-
munity cared about domain names. Now almost every
week, there is a new trade association, advocacy
group, trademark lawyer, Cyber-libertarian, academic
or bored teenager with a 15 dollar a month dial-up
account who surfaces and decidesthat they too need to
join in and add their two cents to this topic. We're
“stakeholders’ too they say. “Our views also need to
be represented”. The first problem is that each time
these new people surface, they suggest the same un-
workabl e solutions that have been discussed to death
and long ago put to bed — so a great deal of time and
effort is spent rehashing covered ground. The second
problem isthat with a shift of focus to Internet gover-
nance, there are many who, for whatever reason, inter-
pret self-governance as a wonderful opportunity for
self-promotion. To those | issue you this warning:
thereisno glory here. Itisathanklessjob.

What some people have forgotten is that the
urgency of our original work came from the Internet
operational community. When we started, there was
avery real danger of the domain name system frag-
menting into multiplerootswhich most believewould
have been aterrible disaster for the Internet. The con-
sequence would be equivalent to dialing the inter-
national direct dialing code 41 and being routed to
Switzerland one day and Kenyathe next. Fortunatdy,
this danger now seems to have somewhat faded.

When we prepared our plan, we issued arequest
for comments and synthesized thousands of ideasinto
what we thought was the best compromise solution.
We thought that the force of good ideas and sound
principleswould be sufficient to get tothe holy grail of
consensus and move forward. We issued more re-
guests for comments to tune our work. We attended
scores of meetings to meet with people and discuss
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what they were seeking. We provided amost daily
updates of information on our web site so that people
could understand what weweredoing. Wemaintained
mailing lists of thousands of subscribers.

How this debate has progressed into a debate on
Internet governance has been totally surprising to
others and myself in the committees working on this.
True, this is a complex subject and touches upon
difficult subjects such a management of international
resources, competition policy and domain name/intel -
lectual property disputes. But how and when did we
make the leap to the grand sounding Internet gover-
nance? Even in the U.S. government’s recently
released “White Paper” on domain name system
administration, it uses the grandiose term “Internet
governance’.

The White Paper “policy statement” is a classic
study inambiguity. Asall graduateliterature students
know, the well-known authority on ambiguity is
William Empson, a British literary critic who wrote a
very popular book in 1930 called the “ Seven Types of
Ambiguity”. He defined ambiguity as “any verbal
nuance, however slight, which gives room for altern-
ative reactions to the same piece of language”. Much
of the White Paper is so ambiguous that the reader has
no choice but to invent hisor her own meanings. And
this allows al parties to believe that their particular
views have been endorsed — which may be politically
astute — but progress aways requires moving from
platitudes to the specific and there is no reason to
believe that any more consensus will emerge thanin
the past. There are hundreds of tough decisions to
make that the White Paper puntsto anew “ non-profit”
corporation Board of Directors.

Today’s politically correct mantra is that the pri-
vate sector should lead. But without details, we' re not
surewhat thissays. What does* private sector” mean?
Isn’t the current administrator of the Internet generic
top level domains from the private sector? So what’'s
the problem? The problem isthat they, like any com-
pany in control of a valuable globa resource, will
obviously try to maximize profits for their share-
holders. Public interest issues, what a civil society
normally invests in governments to protect, are miss-
ing.

Harvard Professor Lawrence Lessg arguesin his
insightful essay “ Governance”[1], how infectious and
politically correct is the idea that no government



bodies, whether national or international, should have
aroleto play in regulating cyberspace. Remarkingon
the U.S. government proposal to create a non-profit
U.S. corporation to set global policy for domain
names, Lessig notes “We have lost the idea that
ordinary government might work, and so deep isthis
thought that even the government doesn’t consider the
idea that government might have a role in governing
cyberspace.”

Butisn't thisaparadox? That the birthplace of the
Internet and the sel f-professed champion of democracy
is promulgating its own disillusionment with the
applicability of its own democratic processes for the
Internet? Lessg concludes hisessay with“In acritical
sense, wearenot democratsanymore. Cyberspacehas
shown us this, and it should push us to figure out
why”.

Sowhat arewe? Ironically, the principles of dem-
ocratic ideas are so ingrained in our collective beliefs
that we' re convinced that thisisthe best way to govern
cyberspace. Everyday we read calls for a new wide-
spread net democracy with voting by stakeholders
(whoever that is). But is this really want we want?
Why isit that one of the most successful paradigms of
the post-industrid age, the Internet Engineering Task
Force, avoids voting like the plague? And wasn’t the
Communications Decency Act passed virtually unani-
mously by popular vote in the U.S. Congress but
Netizens everywhere rejoiced when it was overturned
by the Supreme Court? Do we realy want direct
democracy for Internet governance? Andif wedo, in
aworld of private sector rule, where are the checks
and balances that modern democracies have?

You may have noticed that | have become a pro-
found cynic about private-sector self-governance.
Two years ago thiswasn’t true but after watching the
self-interest of the private sector during the last two
years, I’ve changed my mind. Thisisnot reflective of
some dark desre to regulate the Internet — it is just
recognition of the reality of commercial forces. I'm
reminded of thegreat liberal philosopher Adam Smith,
who, more than two hundred years ago, said public
monopolies areterrible. They are slow, bureaucratic,
inefficient and so on. But he aso added, private
monopolies are all of this, and in addition, greedy.

The bottom line is that the success of the Internet
Is a Pyretic victory — it has now become far too suc-
cessful to be treated any different than the rest of

society and the economy. The price of successis all
the baggage and political correctness which has been
hated by the Internet engineering community for so
many years. Thefact that the debates now haveturned
to Internet governance instead of therelatively arcane
topic of domain name administration says alot — our
focus has changed to making sure that all the sacred
cows are stroked and that they fed that their views are
part of the process even if we get to exactly the same
results. While thismay eventudly lead to progress, it
will most certainly be a slow, bureaucratic, and in-
efficient progress—and one that has very little resem-
blance to what made the Internet what it is today.

[1] http://cyber.harvard.edu/works/lessig/Ny _q_d1.pdf

* Based ontalk given at INET 98, Geneva, Switzerland, July 22,
1998.

** Advisor, Global Information Infrastructure, International
Telecommunication Union, Geneva, Switzerland. The views ex-
pressed in this paper are those of the author and do not necessar-
ily reflect the views of the ITU or its membership.

DNS: A Short History

and a Short Future
by Ted Byfield
tbyfield@panix.com

[Editor’s Note: In the following article, Ted Byfidd
examines the problem of domain naming in terms of
the lessons from the experience of the telephone. His
article presents the kind of broader perspective that
needsto be considered in trying to solve the problems
raised by the domain name system in the past few
years.]
[Author’s Note: This essay was first published on
Rewired during the week of 28 Sept 1998 under the
title “ A Higher Level of Abstraction”; I've dlightly
amended it for redigribution on nettime. Thanks to
David Hudson for his excellent edit.—TB]
Inthedebatesthat have erupted over domain-name
sysem (DNS) policy, two main proposals have come
to the fore: a conservative option to add a handful of
new generic top-level domains (gTLDs. “.nom” for
names, “.firm” for firms etc.) administered by a
minimal number of registrars, and a more radical
proposal to level the hierarchical structure of domain
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names altogether by permitting openly constructed
names (“whatever.i.want”) administered by an open
number of registrars.

The supposed cause for these debates orbit around
perceived limitations on the system, —monopolization
of registration by NSI (in the U.S., of course) and a
scarcity of available names; as such, the debates
gravitatetoward modernizing thesystemand preparing
it for the future. What little attention has been paid to
the past has focused on the immediate past, namely,
the institutional origins of the present situation.

Little or no attention has been paid to the prehis-
tory of the basic problem at hand: how we map the
“humanized” namesof DNSto“ machinic” numbersof
theunderlying IPaddress system. Infact, thisisn’'t the
first time that questions about how telecom infra-
structures should handle text-to-number mappings
have arisen. And it won’'t be the last time, either; on
the contrary, the current debates are just aphasein a
pas de deux between engineers and marketers that has
gpanned most of this century.

A bit of history: From the 1920s through the mid
1950s, the U.S. telephone system relied on local ex-
change telephone numbers of between two and five
digits. As these exchanges were interconnected lo-
cally, they cameto be differentiated by an “exchange
name” based on their location. These names, two-
letter location designations, made use of the lettering
on telephone keypads. thus an 86x- exchange, for
example, might be “TOwnsend,” “UNion,” “UNiver-
sity,” or “VOlunteer.” Phone numberssuch as“UNion
567" were the norm; “86567" — the same thing —
would have been seemed confusing, in much the same
way that foreign dialing conventions can be. There
wasn't a precedent for a purely numerical public ad-
dressing system, and, with perfectly good name-and-
number models like street addresses in use for centu-
ries, no one saw any reason to invent one.

However, as exchanges became interconnected
across the nation, AT&T/Bell found a number of
problems — among them, that switchboard operators
sometimes had difficulty with accents and peculiar
local names. Asaresult, the national carriersbeganto
recommend standardized exchange names, according
to a curious combination of specific and generic
criteria: they chosewordsthat resisted regional inflect-
ion but were common enough to peg to “local” land-
marks. The numbers 5, 7, and 9 were reserved be-
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cause the keys have no vowels, making it (so the
theory goes) more difficult to form wordsfrom them;
hence artifacts like the fictional prefix 555, so com-
mon in old movies, later becamethe national standard
for prefix in fact, in the form of directory assistance.

By the late 1950s, when direct long-distance dial-
ing became possible, then popular, variable length
phone numbers became a problem for the national
carriers, which demanded yet more standardization
seven-digit phone numbersin a*“two-letter five-num-
ber” (2L5N) format. And whileit wasn’t an immedi-
ate problem, the prospect of international telephonic
integration — with countries that used different letter-
to-number schemes or even none at all — drove yet
another push for gandardization, thistimefor an “all-
number calling” (ANC) system. Amazingly, thetran-
sition to ANC in the U.S. took almost thirty years, up
to around 1980 depending on the region. (Just as
certaintelecom-under -served areas are now installing
pure digital infrastructures while heavily developed
urban areas face complex digital-analog integration
problems, phone-saturated urban areas such as New
Y ork were among thelast to complete the conversion
to ANC.)

Direct long-distance dialing wasn’'t merely away
for friends and family to keep in touch: it allowed
businessesto deal in “real time” with distant markets.
And the convention of spelling out numbers, only
partially suppressed, hence fresh in the minds of the
many, became an opportunity. Businesses began to
play with physical legacy of lettered keypads and cul-
tural habits by using number-to-letter conversions as
a marketing tool — by advertising mnemonic phone
numbers such as“ TOOLBOX.” And aslong-distance
calls became a more normal for people to communi-
cate, tolls began to fall, in avicious — or virtuous, if
you prefer — circle, thereby lowering the cost of
transaction for businessesand spurring their interestin
broader markets.

However, direct long-distance dialing presented a
new problem, namely the cost of long-distance calls,
which became the next marketing issue—and toll-free
direct long-distance dialing wasintroduced. The mar-
keting game replayed itsalf, first for the 800-exchange
(and again more recently for the 888-exchange). As
thesenumber spacesbecame saturated with mnemonic
name-numbers, businesses began to promote spelled-
out phone numbers that were *longer* than the func-



tional sevendigits(1-800-MATTRESS) —becausethe
excessdigitshad no effect. Thegamehasplayeditself
out in other waysand other levels—for example, when
PBX system manufacturersadopted keypad|ettering as
an interface for interactive directories which use the
first two or three “letters’ of an employee’ s name.

Obvioudy, this capsule history isn’'t in a literal
allegory for the way DNS has devel oped — that’ s not
the point at all. There are “parallels,” if you like;
questions of localized and systematic nhaming conven-
tions, of national/international integration, of arbi-
trarily reserved “spaces,” of integrating new telecom
sysems with instdled infrastructures, of technical
standards coopted by marketing techniques, and so on.
But implicit in theidea of a“paralel” isthe assump-
tion that the periods in question are separate or dis-
tinct; instead, one could — and should, | think — see
them as *continuous* or cumulative phases in an
evolving effort to define viable standards for the
interfaces between “machinic” numerical addressing
systems and human linguistic sysems. Either way,
though, DNS—likethe previous efforts—won’t bethe
last, regardless of how it is or isn’t modified in the
next few years.

This isn’'t to digniss the current DNS policy
debates. On the contrary, they bear on very basic
questionsthat should be addressed * precisely because
their implications aren’t clear* — questions about na-
tional/international jurisdiction and cooperation, cen-
tralized and distributed authorities, the (il)legitimacy
of de facto monopolies, and so on.

Ultimately, though, these questionsareendemicto
distributed-network communications and are *not*
uniqueto DNSissues. What *is* uniqueto DNSisn’t
any peculiar quality but, rether, its historical position
as the first “universal” addressing system — that is, a
naming convention called upon (by conflicting inter-
ests) to integrate not just geographical references at
every scal e(from the nation to the apartment building)
but also commercial language of every type (company
names, trademarks, jingles, acronyms, services, com-
modities), proper names(groups, individuals), histori-
cal references (famous baitles, movements, books,
songs), hobbiesand interests, categories and standards
(concepts, specifications, proposals) ...thelist goeson
and on.

The present DNS debates center mostly around the
question of whether and how DNS should be adapted

tothewayswe handlelanguage in these other spheres,
in particular, “intellectual property.” Given the sorry
state of that field — which is dominated by massive
industrial pushes to extend proprietary claims indefi-
nitely, to crimindize infractions againg those clams,
and to weaken “consumer” protections by transform-
ing commodities purchasesinto revocableand heavily
qualified use-licenses — it’s fair to ask whether it's
wiseto conform such an allegedly important system as
DNS to that morass.

What's remarkable is how quickly this has
evolved, from asystem almost fanatically insistent on
shared resources and collaborative ethicsto aspecula-
tive, exclusionary free-for-dl. A little more history:
With the erratic transformation of the * acceptable use
policies’ (AUPs) of thevariousinstitutional and back-
bones supporters of the Internet in thefirst half of this
decade, commercial use of the net expanded from a
strictly limited regime (for example, NSFnet’s June
1992 “general principle” alows “research arms of
for-profit firms when engaged in open scholarly com-
munication and research”) to an almost-anything-goes
policy left to private Internet providers to articulate
and enforce (adlong with questions of spam, Usenet
forgeries, and so on and so forth). The result was that
any entity that couldn’t establish educational, govern-
mental, or military credentials was categorized as
“commercid” by default. The“.com” gTLD quickly
becamethe dumping ground for just about everything:
not just businessnamesand acronyms, but product and
service names (tide.com, help.com), people’ s names
(lindatripp.com), ideasand categories(rationality.com,
diarrhea.com), parodies and jokes (whitehouse.com,
tragic.com), and everything else (iloveyou.com,
godhatesfags.com). (This essay omits discussion of
the more nebulous “.net” and “.org” gTLDs — which
arevaguely defined and became popular only after the
domain-name debates— aswell as of state[“.ny”] and
national [“.uk”,”.jp"] gTLDs.) Thus,the*commercial-
ization” of the net took place on two levels: in the
legendary rush of business to exploit the net, obvi-
oudy, but aso in the administrative bias aganst
noninstitutional use of the net.

There were practical reasons for that trend, to be
sure: individual or “retail” access was initiated by
commercia Internet providers, which doled out many
more dial-up user accounts than domains, as well as
technical issues ranging from telecom pricing sched-
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ules to software for consumer-level computers that
discouraged the casual use of domains. But the trend
also had an ideological aspect: the entities that gov-
erned DNS preferred the status quo to basic reforms—
and, indoing so, relegated thenet’ sfast diversification
to asingle gTLD that became less coherent even as it
became the predominant force.

One can’t fault the administrators for failing to
foresee the explosion of the net; and their responses
are, if not justified, at least understandable. DNSwas
built around the structurally conservative assumptions
of a particular socid stratum: government agencies,
the military, universties, and their hybrid organiza-
tions—in other words, hierarchical institutions subject
to little or no competition. These assumptions were
builtinto DNSin theory, and they guide domain-name
policy in practice to this day — even though the com-
mercialization of the net has turned many if not most
of these assumptions upside down. Not only are the
newer “commercia” players prolific by nature, but
most of their basic assumptions and methods are very
much at odds with the idealized cooperative norms
that supposedly marked governmental and educational
institutions: they come and go like mayflies, they op-
erate under the assumption that they’ |l be besieged by
competitors at any moment, they thrive on imitation,
and they succeed (or at least try) by abstracting every-
thing and laying exclusionary claim to everything
abstract — procedures, mechanisms, names, ideas, and
so on. The various systems and fields we call “the
market” worked this way before the net came aong;
small wonder that they should work this way when
presented with a“new world.”

If no one anticipated the speed with which busi-
ness would take to this new medium, even less could
anyone have predicted how it would exploit and
overturn the parsmonious principles that dominated
the net. Newer domain users quickly broke with the
convention of subdividing a single domain into de-
scriptivdly named sub- and sub-sub-domains that
mirrored their institution’s structure (e.g., function.
dept.school.edu). Instead, commercial players started
to strip-mine name space with the samecomical insis-
tence that led them to label every incremental change
toacommodity “revolutionary.” Theefficient logic of
multiple users within one domain was replaced with a
speculative logic in which a few users became the
masters of as many domains as they could see spend-
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ing the money to register. In some cases, these were
companiestryingto extort attention—and money —out
of “consumers’ (business's preferred name for “ per-
son™); inother cases, they were* domai n-name prospec-
tors” hoping to extort money out of business; in many
more cases, though, they were simply “ early adopters’
experimenting with the fringes of a new field. In
effect, the potentially complex topol ogy of amultilevel
name space was reduced — mostly through myopic
greed and distorted rhetoric —to a flatland as superfi-
cial as the printed pages and TV screens through
which the businessworld surveysits prey. The minds
that collectively composed “mindshare,” it was as-
sumed, couldn’t possibly grok something as compli-
cated as a host name.

So, for example, when Procter and Gamble de-
cided to apply “brand management” advertising
theories to the net, it registered diarrhea.com rather
than simply incorporating diarrhea.pg.com into its
network addressing. And so did the ubiquitous com-
petition, including the prospectors who set about reg-
istering every commercia domain they could cook up.
Thefollies of thisfailed logic are everywhere evident
on the net: thousands of default “under-construction”
pages for domain names whose “owners’ — renters
hoping to become rentiers—wait in vain for someone
to buy their swampland: graveyard.com, casual.com,
newsbrief.com, cathedral. com, lipgloss.com, and o
on, and so on.

Under the circumstances — that is, thousands of
registered domain names waiting to be bought out —
clamsthat existing gTLD policies have resulted in a
scarcity of domain namesaredoubtful. Infact, within
the*.com” gTLD alone, the number of domain names
registered to date is a barely expressible fraction of
possible domain names, such as “6gj-ud8kl.com”:
~2.99e+34 possible domain names *within “.com”
alone*, or ~4.99e24 domains for every person on the
planet; if these were used efficiently — that is, elabo-
rated with subdomains and hostnames such as “6b3-
udh.6gj-ud8kl.com” —the number becomeseffectively
infinite.

Obvioudy, then, the“scarcity” of domainnameis
*not* a function of domain name architecture *or*
administration at al. It stems, rather, from the com-
mercial desire to match domain names with names
used in everyday life — in particular, names used for
marketing purposes. To be sure, “6gj-ud8kl.com”



isn’t an especially convenient domain name; but, then
again, was “Union 567" or “+1-212-674-9850" a
convenient phonenumber, “ 187 L afayette St#5B New
York NY 10013" a convenient address, or “280-74-
513x” aconvenient Social Security number?

But if DNSisinfact such animportant issue, does
it really make sense to articul ateitslogic according to
the “needs” of marketers? After all, business has
managed to survive the tragic hardship of arbitrary
telephone numbers for decades and arbitrary street
addresses for centuries. Surely, if the net really will
revol utionize commerce, to the point of “threatening
the nation-state” as some like to claim, the inconve-
nience of arbitrary domain nameswill hardly stop the
revolution.

*Of course* there are territorial sgquabbles over
claimsto names and phrases. And * of course* some
peopleand organi zations profit fromthesituation. But
wedon't generally erect astadium in areaswheregang
fights break out; so one really has to ask whether it's
agood ideatorestructuregTLD architecture—suppos-
edly the system that will determine the future of the
net, hence agreat deal of human communication —to
cater to a kind of business dispute that’s in no way
limited to DNS.

Ultimately, it doesn’t really matter which proposed
gTLD policy reform prevails, becausethegainswill be
mostly symbolic, not practical —except, of course, for
thewould-beregistrars, for whom thesenew territories
could be quite profitable. At minimum, adding new
gTLDssuchas*”.firm”, “.nom”, and “.stor” will bring
about a few openings —and, moreto the point, a new
round of territorial expansions, complete with redun-
dant registrations, intellectual-property lawsuits, etc.
At maximum, an open domain-name spacethat allows
domains such as “what-ever.i.want” will precipitate a
domain-grabbingfree-for-all that will makenavigating
domains as unpredictableas navigating file structures.

Moreover — and * much* worse — where commer-
cia litigation is now limited to registered domain
names, an open namespace would inviteattacksonthe
use of terms *anywhere* in an address. Put Smply:
where apple.material.net and sun.material.net are now
invulnerableto litigation, in anopen namespace Apple
Computers and Sun Microsystems could easily chal-
lenge “you.arethe.apple.of.my.eye’” and “who.loves
the.sun”.

Neither proposedreform * necessarily* servesany-

thing resembling acommon good. But both pro-posed
reforms will provide businesses with more grist for
their intellectual property millsand provide userswith
the benefits of, basically, vanity license plates. The
net result will be one more step in the gradual conver-
sion of language —a common resource by definition —
into acondominium colonized by businessesdriven by
dreams of renting, leasing, and licensing it to “users.”

It doesn’t, however, follow that the status quo
makes sense — it doesn’'t. It's rife with conceptual
flaws and plagued by practical issues affecting almost
every aspect of DNS governance — in particular, who
is qualified to do it, how their operations can be
distributed, and how democratized jurisdictionscan be
integrated without drifting being absorbed by the
swelling ranks of global bureaucracies. The present
administration’s caution in approaching gTLD policy
is an instinctive argument made by people happy to
exploit, however informally, the * superabundance* of
domain-name registrations.

Without doubt, the maininstabilitiesany moderate
gTLD policy reform introduced would be felt in the
administrativeingtitutions' funding patternsand reven-
ues. More radical reforms involving more registrars
would presumably have more radical consequences—
among them, a need to certify registrars and DNS
records, from which organizationswith strong linksto
security and intelligence agencies (Network Associ-
ates, VeriSign, and SAIC) will surely benefit. The
current administration insiststhat an open name space
would introduce dangerous instabilities into the oper-
ations of the net. But whether those effects would be
more extreme than the cumul ative impact of everyday
problems—wayward backhoes, network in-stabilities,
lazy “Netiquette” enforcement, and human error —is
doubtful.

There is one point on which the status quo *and*
its critics agree: the assumption that DNS will remain
afundamental navigational interface of the net. But it
need not and will not: already, with organizations
(ml.org, pobox.com), proprietary protocols (Hotline),
client and proxy-server networks (distributed.net), and
search-engine portal advances (RealNames, bounce.
to), we're beginning to see the first signs of name-
based navigational systems that complement or cir-
cumvent domain names.

And they’redoing it in ways that address not the
bogeys that appear in the nightmares of rapacious
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businessmen but the real problems and possibilities
that many, many more users are beginning to face:
maintaining stable e-mail addressesin unstableaccess
markets, maintaining recognizable Zine-likeserversin
the changing conditions of dynamic IP subnets, coop-
erating under unpredictable load conditions, and, of
course, *finding* relevant info — not *offering* it,
from a business perspective, but *finding* it from a
user’s perspective.

DNS, as noted, was built around the assumptions
of a specific socia stratum. Prior to the commercial-
ization of the net, most users were if not computer
professonals then at least technically proficient; and
the materid s they produced were by and large stored
inlogical placeswhich were systematically organized
and maintained. In short, the net wasasmall and elite
town, of sorts, whose denizens—“Netizens’ —were at
least passingly familiar with the principles and prac-
tices of functional design. In that context, just as
multiple userson asingle host wasasensible norm, so
were notions of standardized file structures, naming
conventions, procedures and formats, and so on. But
just asthe model of multiple usersonasingle host has
become less certain, so has the red.

The net has become a non-systematic distributed
repository used by more and more technically incom-
petent usersfor whom wider bandwidth isthe solution
to dysfunctional design and proliferating competitive
formats and standards. Finding salient “information”
(thevery ideaof which has changed asdramatically as
anything else) has become a completely different
processthan it once was.

Thisturn of eventsshould comeasno surprise. As
commercial domains multiplied, and as users mul-
tiplied on these domains, the quantities of material
their effortsand interactions produced grew ferocious-
ly — but with none of the clarity typical the“old” ingi-
tutional net. In the past, the information generated
around or available through a domain (or to the sub-
domains and hostnames assigned to adepartment in a
university or military contractor) wasoften “ coherent”
or interrelated. But that can’t be said of the material
proliferating in the net’'s fastest-growing segments:
commercial Internet accessproviders, institutionsthat
automatically assign Internet access to everyone, di-
versified companies, and any other domain-holding
entities that permit discretionary traffic.

Instead, what one finds within these domains is
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mostly random both in orientation and in scale family
snapshots side by side with meticulously maintained
databases, amateur erotic writings next to source-code
repositories, hypertext archives from chatty mailing
listsbeside methodical treatises, and soon. Insuchan
environment, adomai n namefunctionsmoreand more
asan arbitrary marker, lessand less asameaningful or
descriptive rubric.

Thisisn’t to say that domain nameswill somehow
“go away”; on the contrary, it’s hard to imagine how
the net could continue to function without this essen-
tial service. But the fact that it will persist doesn’'t
mean that it will serve as a primary interface for nav-
igating networked resources; after all, other aspects of
network addressng have become all but invisible to
most users (1P addresses and port numbersto namethe
most obvious).

The benefit that DNS offersisits “higher level of
abstraction” — a stable addressing layer that permits
more reliable communications across networks where
changing IP numbers change and heterogeneous hard-
ware/softwareconfigurationsarethenorm. But “ high-
er’ is a relative term: as the substance of the net
changes — as what's communicated is transformed
both in kind and in degree, and as the technical pro-
ficiency of itsusersdropswhiletheir number explodes
— DNS's level of abstraction is sinking relative to its
surroundings.

ARPAnNet Mailing List
and Usenet Newsgroups
Creating an Open and
Scientific Process for Technol-

ogy Development and Diffusion
by Ronda Hauben
ronda@panix.com

[Editor’s Note: Following isthe first installment of a
longer article about the importance of MsgGroup
mailing list and the kinds of lessons it can provide
toward determining how to solve the problems of
scaling the Internet.]

Introduction



Inan articlein the journal “The Information Soci-
ety”, Luciano Floridi fromWolfson Collegeat Oxford,
notes the importance of the Internet and how it has
generated an excitement and promise for the future.
Floridi writes:

[L]ast year theInternet finally appeared to
the general public as the most revolutionary
phenomenon sincetheinvention of telephones,
though in this case Time missed the opportu-
nity to elect the ‘ Internet Man of the Year.’ (1)
Floridi, contraststhe significanceof thenew devel-

opment represented by the Internet with the relative
lack of scholarly study and knowledge about its
development:

A whole population of severd million
people interacts by means of the global net-
work. Itisthemost educated intellectual com-
munity that ever appeared on earth, a global
academy that, like a unique Leibnizian mind,
thinks always. The Internet is a completely
new world, about which we seemto know very
little....its appearance has found mos of us,
and especidly the intelectual community,
thoroughly unprepared.

However, to “know” something it is helpful to
look at its early development, as that is when itsform
and principles are most clearly articulated.

The foundation for the Internet was set by the
development of the ARPA et (b. 1969) and Usenet (b.
1979), which were connected to each other inthe early
1980s. This paper will examine some of the ealy
computer conferencing research work to link thoseon
different computers or using different operating
systems on the ARPAnet and then on Usenet. It will
explore how the foundation was set to promote com-
puter facilitated communication, which was some of
the scientific and collaborative work which made the
Internet possible. Therewill bean effort to quote early
pioneers when possble to give an indication of the
process as well as the result of their work.

Part |
Support for a Scientific Methodology

Writing in the 1960s, the German philosopher
Jurgen Habermas described a scientific methodol ogy
developed by theU.S. Air Forceto solvedifficult tech-
nological problems. He outlines the process of com-

muni cation establi shed between those contractorswho
would work on aproblem and the Air Force personne
involved, theimportance placed on communication to
identify the precise nature of the problem, and thenthe
combining of practice andtheory to devel op amethod-
ology to solve the problem.(2)

A similar kind of collaborative communication
processwas deve oped viathe early mailing list Msg-
Group on the ARPAnet and this process helped to
make it possible to devel op and expand the ARPANet
into the Internet.

ARPA and the ARPAnet

When the Soviet Union launched Sputnik |, the
world's first artificia satellite on October 4, 1957,
they took the world by surprise. IntheU.S., President
Eisenhower summoned scientists to provide adviceto
the White House on how to advance U.S. science and
technical developments. Believing that the competi-
tion within the U.S. Department of Defense (DoD)
was a problem that had to be solved if the U.S. wasto
advance in its ability to do forefront scientific and
technological devel opment, Secretary of Defense Nell
McElroy created a new agency, apart from the three
existing branches of the services. This new agency,
the Advanced Research and Projects Agency (ARPA)
was to provide support for advanced space research.
By the early 1960's, ARPA recognized the need to
expand its scope, and J.C.R. Licklider was brought in
to head a new office that would take on research in
computer science. Licklider served asthefirst head of
the Information Processing Techniques Office (IPTO)
at ARPA from 1962 to 1964. The earliest work of the
IPTO was to fund research in the time-sharing of
computers, to makeinteractive computing availablein
away not possible with the batch operated computers
common at the time.(3)

By the late 1960s however, time sharing of com-
puters had developed and there were different com-
puter time sharing systems around the U.S. Those at
ARPA beganto envision alinking up of thesedifferent
systems so that the resources could be shared and so
those using different computer hardware and software
would be able to communicate with each other.(4)
Also, the work of pioneers like Paul Baran at RAND
in the U.S. and Donald W. Davies working in the
United Kingdom, indicated that a more economical
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form of datatransmission, i.e. packet switching, would
provide an appropriate technology for data transmis-
sion. Recognizing the need to do research in creating
a computer data network that would make it possible
to share resources among researchers doing work on
different hardware and software platforms, a contract
was awarded to BBN to begin the construction of a
sub-network that would connect various ARPA
contractors at universities and other sites with ARPA
contracts. The new network became known as the
ARPAnNet. Those connected to the ARPAnNet grew
rapidly and by themid 1970stherewastherecognition
that a new form of communication had devel oped on
the ARPAnet cdled electronic mal or more com-
monly, e-mail.

MsgGroup Begins

In a message submitted to the MsgGroup mailing
listdated June 7 1975, Steve Walker, of ARPA (IPTO)
and Net Manager of the ARPAnNet(5) describes a
proposal for communication research on the early
ARPAnRet. Hewritesthat heis* seekingto establisha
group of people concerned with message processing’
in order to “develop a sense of what is mandatory,
what isnice, andwhat isnot desirable.” Henotes, “We
have a lot of experience with lots of services and
should be able to collect our thoughts on the matter.”

The methodology he proposes, however, is of
particular importance. Heisencouraging the creation
of anew form of computer conferencing to be devd-
oped ontheearly ARPAnet. “My goal,” hewrites, “at
present is not to establish ‘ another committee’ but to
seeif dialogue can develop over thenet.” He notesthat
thereisprobably something lessformal already occur-
ring, but he wants to broaden it to be able to include
more of those who could make acontribution. Partici-
pation will be encouraged, but it is voluntary. “I do
not wish to force anyone to participate,” he explans,
“but | strongly urge anyone with comments (positive
or negative) to tossthemin.”

Also, the form of participation was to be open
ended, rather than requiring particul ar kinds of contri-
bution. “Whilesupporting philosophical discussions,”
he writes, “I like very much the specifics of...
evaluation.... Canwetry todothis,” he asks, promis-
ing that “the results may surprise many of us.”

He requests that the participants “encourage a
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FORUM-type set up if it's not too difficult to set up,
realizing that many (myself included) will have little
time to contribute.” Though he recognizes that such
sporadi ¢ participation may be thought to fragment the
group, he proposed they should be made and will
prove to be a contribution.

“I’ve asked Dave Farber to maintain a list of
Message Group participants,” he continues, noting that
Dave Farber, then on the faculty at the University of
Californialrvine, aparticipant ontheARPAnet, would
helpfacilitate participationintheonlineforum Walker
wasproposing. Extending hisinvitationto newcomers
to be full paticipants without feeling they have to
gather any particular background, he explans, “those
who don’t wish to have their message filesfilled with
possible‘junk mail’ shouldfeel freetowithdraw.” But
he expressesthe hopethat it will be possible “fromall
thisto develop along term strategy for where message
services should go on the ARPAnet and indeed in the
DoD.” And Waker ends his message by encouraging
participation, “Let’s haveat it.”

Themid 1970s wasaperiod of change in devel op-
ing the usefulness of computer mail on the ARPAnet.
Previousto 1975, the creation of programs making e-
mail possible on the ARPAnet was more of an infor-
mal undertaking, according to a study of ARPAnNet e-
mail posted to MsgGroup by Raymond R. Panko(6).
Panko notes the earlies work in developing e-mail
capabilities grew up on the ealiest time sharing
sysemsfunded by ARPA intheearly 1960s. “But the
value of computer mail had become obviousto ARPA
by the beginning of 1975,” hewrites how ARPA, like
a number of other organizations, had begun to use
computer mail for itsbread and butter communication
and had become aware that a relatively mature com-
munication medium was becoming available. It was
against this background of increasing interest by
ARPA in e-mail that Steve Walker issued the invita-
tion to take part in an online conference to develop a
computer conferencing system.

Farber responded to Walker’s invitation, “I too
second the motion of Steve to Let's have at it.”(7)
Farber promised to maintain afile of correspondence
for those who participate in case they miss any of the
messagesor do “not feel likemaking likeafileclerk.”

Those involved agreed to accept the challenge of
exploring how to create a network conferencing sys-
tem using ARPAnet communication. In considering



the difficulties of using such technology during this
periodinthemid 1970s, David Crocker, at the Univer-
sity of Southern Californiapresented his evaluation of
threepossible programsthat thoseon M sgGroup could
use to form their online conference. One of the
programs was FORUM, aconferencing system devel-
oped under DoD funding. Crocker explains that this
conferencing sysem “has a long start-up curve and
requires that all participants have access to the same
machine.” (7) Another proposed conferencing program
TCTalk, Crocker notes, “requiresthat all have operat-
ing accessto the operating system Tenex,” which was
one of the operating systems used by some of those on
the ARPAnNet. (8)

Since those on the ARPAN& were usng a variety
of different computers and several different operating
sysems, Crocker believed that neither a program
dependent upon a single type of computer nor one
requiring a particular operating system would be ap-
propriate. Instead he explaned that there was a pro-
gram being used to send e-mail on the ARPAnNet (i.e.
Net Mail) that was already being used by those on the
ARPAnet and it made communication between users
with diverse computer sysems and operating systems
possible. Crocker also noted some of the other advan-
tages of Net Mail. He wrote(9):

Useof Net Mail a) isextremely convenient

for mogt, if not al, of us, since we already
exercise it for other activities; b) allows pas-
sive observation of the dialogue, rather than
forcing everyone to explicitly catch up on
recent comments....; ¢) mail is easily deleted
and so “junk” mail is not really a serious pro-
blem. Most, if not all of us, have mail reading
sysemswhich allow a“menu” review of mail,
prior to reading the contents.

Proposing that Net Mail will best satisfy theaims
of the research, he writes. “1 have spent the better part
of thisspring looking at our teleconferencing capabili-
ties(aspart of aseminar...) and asaresult, suggest we
continue to use Network mail as our communication
tool, rather than using TCTALK or FORUM.”

Listing the participants in MsgGroup at thisearly
period and the sites where they have their computer
accounts(10), Farber identifies Burchfiel, Myer and
Gilbert from Bolt Beranek and Newman, the Cam-
bridge, MA contractor who created the IMP sub-
network for the ARPAnet. HelistsTasker, McLinden,

Walker, Farber, Stefferud, Ellis, Kirstein, Iseli, Dave
Crocker, and Paul Baran at ISl at the University of
Southern California. At Office-1, he lists Uhlig and
Watson, at MIT-DMS, Vezza, and at Harvard-10,
Medy.

In amessage noting the promising potential of this
new form of computer networking communication,
another early MsgGroup participant(11), Tasker
writes, “Sitting here in the offices of a potential
military user...l am extremely gratified and excited to
see the msg group interacting and that those interac-
tions appear to be converging around real capabilities
that | think can be sold to the operational military guy.
A scant three or four months ago | never would have
even hoped for the current state of affars and the
direction it indicates.”

Inasimilar vein, Ron Uhlig at Office 1 expressed
hisenthusiastic support for MsgGroup. Describingthe
informal project he was working on for the Army
Materiel Command (AMC), he wrote(12):

For those of you unfamiliar with our “ex-
periment” in Army Materiel Command, we
have been using OFFICE 1 for communication
among seven of the key managers in data
processing in Army Materiel Command
(AMC).... In general, we have had the same
kind of experience in improved communica-
tion that ARPA had when they began using a
message system on the network. Continuing
major cuts in the Army Materid Command
work force plus some fairly major reorganiza-
tionswhich are now being planned areleading
usto give serious consideration to adopting an
on-line computer based message system for
key managers throughout the command. We
arein the early stages of trying to define what
such a system needsto look like.... Sincewe
are aiming more at the informal communica-
tions we are not terribly concerned with the
DoD traditions.... Our primary concernisthat
the message system be easily usable by non-
computer science people, some of whom are
actively hostile to computersin general. The
demonstrations that we have given to various
non-computer science, nontechnical personnel
around AMC have generally been well re-
ceived. But one must know far too much
“computerese” to use any of the existing sys-
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tems.”

Elaborating ontheneed for online conferencing, he
writes:

Wehaveastrong needfor teleconferencing
becauseour key managersaregreatly dispersed
geographically. The message system that we
eventudly adopt needs a tel econference capa-
bility. We don’t want message handling and
teleconferencingto beintwo separate systems.
Because of thiswealso want to makeiteasyin
the middle of a message based teleconference
to link to a data bank somewhere in AMC to
pick up information which is needed at that
pointintime. An FTP typecapability, smple
tousefor the novice, would meet the need very
nicely.

Concluding his comments, he promises continued
feedback:

Aswe get better definition on our require-
ments during the next few months | will put
additional messages into the network to keep
you all current on our thinking. This message
isonly intended to be introductory.(10)

A subsequent message by Crocker suggested they
ignore authentication issues, which like other security
issues, were considered secondary and were avoided
for the time being.(13).

Given the current state of network/ sys-
tem/mail security, | suggest weignore authen-
tication issues.

Summarizing the progress made in the first month
since the beginning of the new form of network
communication, Steve Walker writes(14):

The MsgGroup... was formed... by a
group of interested peopl e commenting on how
message services should appear to users (as
opposed to how they should function inter-
nally.) I'm pleased with the progress of this
‘conference’. | am trying to arrange for
Stefferud to serveasa‘paid’ organizer so that
the groupsramblings can come out in a coher-
ent form. | would encourage your continued
participation here and in groups such as Dave
Farber’s Compcom get together.

Part Il
Vision of New Form of Computer
Communication
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Documenting the success of the work done by
those on M sgGroup and subsequent ARPAnet mailing
lists, a report prepared for atechnical conference in
1979 by severd M sgGroup participants, observed that
there had been important advances in e-mail and
conferencing capabilities. (15) The report explained
how these achievements are not only a natural out-
growth of technologica advances, but aso the result
of the convergence of communication and computers.
“In various current networks of computers,” they
write, “large numbers (thousands) of individuals and
agencies are able to communicate among themselves
viamessage exchange using many different computers
and terminals in the process.” This was not an easy
feat to achieve.

Their report notes the value to people who have
access to these computer message services (CMS).
They write(16):

Those who have access will be able to
communicate through the CM S facilities with
others who have access as the number of con-
nected individuals and agencies grows, the
value of being connected will grow.... The
key source of value lies in the range of easly
addressable potential communication.

In the development of MsgGroup conferencing
efforts several describe the unique capabilities that a
mailing list like MsgGroup has made available to
those participating. For example, in a post, Pickers
(17) describes how a mailing list creates a participa-
tory process that is superior to what traditional meet-
ings could make possible. Hewrites:

Unlikenormal conferences, wherethereare
[imited microphones, achairperson and where
audience energy tends to wear down,
MsgGroup style conferencing never resolve
issuesmuch lessadjourns. Thiseffect follows
naturally from the observation that every
participant reenters the discussion by choice,
perhapsfollowingarecuperativeand regenera-
tive period of rest.

Others on MsgGroup consider the problem of
emotional messages (also known as flaming). How-
ever, Gaines, in a post(18), proposes that such prob-
lems are secondary and should be recognized as “the
price we have to pay for an open discussion group
where people arefreetovoicether ideas.... We must



expect that this whole process producesafair amount
of nonsense....”

Most importantly, however, he points out:

We are feding our way in a murky area,
and have to expect to make mistakes. Let us
judge the MsgGroup by the good ideas that
surface which by the nature of the areahaveto
be expected to be few and far between but
worth the overhead of the other traffic when
they arrive.

Emphasi zing the unique nature of the contributions
to MsgGroup, Charles Frankston with alogin at MIT,
warned that analogies between electronic mail and
telephone and paper communications must be made
very carefully. Electronic mail, he writes(19), “is a
new medium and it may not necessarily make senseto
use it in the same fashion as existing medium, any
morethan it would have made senseto use tel ephones
in precisely the same fashion as telegraphs that pre-
ceded them.”

Observing that “electronic mail is currently used
extensively for communications which today does go
to many recipients,” he cites interoffice memos as an
example. “Asanew medium | also clam electronic
mail has generated new uses not heretofore possible.
For example, most of my use of the medium consists
of back and forth technical discussions, often among
persons widely dispersed geographicdly.... In fact,
the great advantage of electronic mail for this sort of
use, isthat itiseasy to ssimply cc anyone | think might
be interested or have information to provide on the
current topic.”

Another report, titled “ The Convergence of Com-
puting and Telecommunications System,” by Dave
Farber and packet switching pioneer Paul Baran, was
posted to MsgGroup(20). Farber and Baran were able
to collaborate to write the report via the ARPAnNet
despite the fact they lived in geographically different
regions of the U.S. In the report, they wrote that “A
major change in computer communication is taking
place.... Tomorrow, computer communication sys-
tems will be the rule for remote collaboration.”

Problems and Benefits
In their report, Farber and Baran observed that the

falling costs of computing would lead to a situation
where certain industries and institutions would feel

threatened by the “prospect of obsolescence of their
present justification.” One such industry they pre-
dicted woul d be publishing.

In his study of e-mail, Panko, too, noted a similar
barrier to technological development of e-mail and e-
mail conferencing. He observed theinability of com-
mercial usersto recognize the advantage of e-mail and
of theincreased communication that e-mail and online
conferencing made possible. However, both Panko’s
study and the report by Farber and Baran emphasized
that many others would welcome the new forms of
communication that this convergence of computers
and communication technology would make possible.
Panko pointed to the promising development repre-
sented by the 15 million people involved with CB
radio in the U.S., out of apossible 70 million house-
holds. This promised that a warm welcome would
greet the increased ability for communication to be
made available via e-mail and e-mail conferencing.

Social Issues Become Important

Panko documented how government funding of
computer science researchers to solve the problem of
computer conferencing communication across differ-
ent computers and different operating systems had
yielded great socid and technical benefits. He wrote
(21):

“Historically, computer media were first
extensively developed on the ARPANet. Any-
one familiar with the Advanced Research
Projects Agency (after whom the ARPAnNet is
named) realizesthat ARPA was the dominant
funder of leading-edge computing during the
1960's. Essentialy, ARPA was funding the
community of hobby computerists par excel-
lence. Funding was fat and creativity was
given freereign during business hours. More-
over, ARPA contractors found their staffs
working long overtime, devel oping space war
games, stock market information services, and
— as noted above, computer mail systems. In
other words, hobby computing at agrand scale
wasthe original source of many advanced mail
systems today. Computer mail had a strong
hobbyist flavor in its use as well as in its
origins. Colleagues in artificial intelligence,
data base design, and other exotic fields used
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computer mail to build and maintain their
community.”

“Furthermore,” he added, “in applications where
computer teleconferencing has been successful, dis-
cussion has often been free-wheeling and chatty. The
longest conferences tend to be breezy and rambling,
yet very successful in exchanging ideas and view-
points....”

Thus he noted the great stimulus given to these e-
mail developments by the support of government
financed programs.

In their report, Farber and Baran recognize that
socia questions would arise as a result of these im-
portant new communi cationsdevel opments. Andthey
realized that too little emphasis would be given to
examining the social consequences that had to be
considered to determine what the future should be for
these social developments. For example, the issue of
how decisions over the new medium would be made
wasn’t being given adequate consideration.(22) “Little
attention,” they wrote, “ispaid to the ‘ public interest.’
In part, theterm defiesdefinition. Isthepublicinterest
the interest of the cross-subsidized residential tele-
phone user?Isit theinterest of abusinesswhich faces
areduced communications bill? I's the public interest
to beviewed primarily inthe short term irrespective of
long term damage to existing institutionsin achieving
immediate savings.”

Summarizing the promise for the future that en-
hanced communicationwould hold, Lauren Wenstein
wrote(23):

Thewhole point of MsgGroupto meisthat
we are free to communicate without undue
worry about costs, and to borrow a line from
the closing episode of the * Connections' pro-
gram from PBS, “the easier it is to communi-
cate, the faster change occurs.” It is this very
change that is creating the systems, concepts
and most importantly, the EXPECTATIONS
of people for message systems of the future.
TO BE CONTINUED

Note:
The notes corresponding to the numbers in the above article are
available from the author via e-mail.
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